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EXECUTIVE SUMMARY 

Some European political leaders suspect that United States cloud computing 

companies with operations in Europe are violating the civil rights of E.U. citizens.  The 

violations, they say, are triggered by data requests from U.S. law enforcement agencies 

(“LEAs”) under the U.S.A. PATRIOT Act (“the Patriot Act”).  Concerns about these 

alleged Patriot Act abuses have reached the point where certain E.U. leaders have 

proposed restrictions on U.S. cloud providers.   

In fact, the governments on both sides of the Atlantic follow LEA procedures with civil 

rights protections.  The main difference is that the E.U. upholds higher standards of 

“data protection” (privacy) while the U.S. maintains stricter rules of criminal due process.  

The alleged LEA abuses are actually potential conflicts of law that predate the Patriot 

Act and affect both European and American criminal suspects.   

For example, if the French National Police orders a French-based cloud provider to 

disclose personal data on a suspect using the cloud service in France, the process 

would appropriately take place under French civil rights law.  In particular, the 

infringement of privacy would be justified by the public safety exemption of France’s 

data protection act, and the approval to gather the evidence would be made under 

France’s laws of due process.  But if that same French entity is an affiliate of an 

American cloud provider, and the FBI serves a valid order on the U.S. parent company 

to retrieve the same evidence from the affiliate, an inappropriate set of laws would 

apply.  The FBI could not claim authority under France’s public safety exemption, and 

the legal approval to gather the evidence would be made under the inapplicable 

standards of U.S. due process.   

The same type of civil rights conflict could arise in the other direction, where the French 

National Police investigate a U.S.-based user, because the French authorities would 

apply French law instead of the appropriate American law.  

The potential for transatlantic conflicts of law primarily affect communication service 

providers (“CSPs”).   The hypothetical conflicts reflect an inadvertent disparity of legal 

procedures, not an abuse of authority.   

It is difficult to determine how many LEA requests for CSP data from Europe and the 

U.S. reach each other’s shores.  Whatever the number, it is unclear whether the LEAs 

serve the legal demands directly on CSPs, as described above, or submit them to their 

LEA counterparts abroad.  The latter approach would invoke the Mutual Legal 

Assistance Treaties (“MLATs”), which facilitate law enforcement cooperation between 

the U.S. and the E.U. member states.  MLATs avoid legal conflicts because they ensure 
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that each suspect in a given country is investigated by domestic LEAs under domestic 

civil rights laws.   

Based on available statistics and informal inquiries, the number of transatlantic LEA 

requests for CSP data appears to be low, and most if not all requests are channeled 

through MLATs. The risk of future civil rights conflicts should remain low, although U.S. 

CSPs may face a growing overall LEA burden when serving the E.U.  That is because 

E.U. LEAs face lower due process hurdles than their US counterparts when accessing 

CSP data, and their access is more frequent.   

If the E.U. imposes restrictions on American CSPs the punitive actions would likely 

harm competition.  The measures may not even protect European citizens completely 

because their data would remain reachable by U.S. authorities through any E.U. 

provider with a jurisdictional presence in the U.S.  

Rather than resorting to economic sanctions, Brussels and Washington should 

approach the civil rights issue cooperatively.  They should conduct an empirical study to 

determine whether any LEA has pursued an investigation by working through 

parent/affiliate channels instead of the MLAT approach.  If so, they may conclude that 

the potential for a conflict of civil rights law has ripened into an actual one.  The matter 

would then require a legal remedy to protect suspect rights and avoid liability to CSPs.   

An appropriate remedy to the above-described conflict would start with a clarification of 

E.U. jurisdictional authority.  Today the jurisdictional lines asserted under different E.U. 

member state data protection acts are so confusing that a single misdirected data 

request could violate the privacy laws of multiple states.  In step two of the remedy, both 

European and American LEAs should funnel their transatlantic requests for CSP data 

through MLATs.  The MLAT procedure may need modification to ensure greater speed 

and reliability.  But the needed improvements may have already been furnished by a 

recently-signed umbrella MLAT covering the U.S. and the E.U.  In any event, MLATs 

stand the best chance of advancing LEA investigations while protecting civil rights.     
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I. INTRODUCTION 

This year certain European Union leaders have proposed restrictions on U.S. cloud 

computing companies to protect E.U. citizens from the U.S.A. PATRIOT Act (the “Patriot 

Act”).1 The Dutch Minister of Safety and Justice proposed to have U.S. cloud computing 

providers prohibited from bidding on Dutch government contracts due to concerns about 

the Patriot Act.  The E.U. Parliament Committee on Civil Liberties and Justice, based on 

complaints about the Patriot Act, considered more comprehensive measures to restrict 

U.S. cloud providers from serving the E.U.  The web site of the U.K. data protection 

agency, called the Information Commissioner’s Office, advised local businesses to take 

the Patriot Act into account when assessing the security risks of selecting a cloud 

computing vendor.  And a leading E.U. cloud provider proposed the establishment of an 

E.U. government certificate or seal to ensure that “Euro-clouds” are immune from the 

Patriot Act.   

These initiatives were sparked by media reports that blamed the Patriot Act for violating 

the civil rights of E.U. citizens.2 Specifically, the reports claimed that U.S. law 

enforcement agencies (“LEAs”) use legal instruments called national security letters 

(“NSLs”) under the authority of the Patriot Act to access the stored cloud computing 

data (or “records”) of E.U. citizens and thereby violate their rights to privacy and due 

process.  The citizens’ right to privacy is reportedly violated because they are not 

notified of the NSL data access, and their right to due process is allegedly breached 

because NSLs are used without judicial approval. 

The Patriot Act complaints appear to be aimed primarily at the type of cloud computing 

offered by telecommunications carriers and other communication service providers 

(collectively, “CSPs”).3   CSPs receive the overwhelming majority of NSLs because the 

communications data they process and store is uniquely valuable to LEA 

investigations.4  Accordingly, this paper will analyze the impact of the E.U. complaints 

on CSP clouds.   

The analysis will specifically address both of the involved civil rights issues: (a) a 

user/suspect’s privacy-based right to receive notice of an investigation into his or her 

stored records; and (b) a user/suspect’s due process right to judicial approval of such 

an investigation.  Next, this paper examines how LEA/CSP investigations on each side 

                                            
1
 Preventing a Digital Trade War in the Cloud, The Washington Times, October 28, 2011,  

http://www.washingtontimes.com/news/2011/oct/28/preventing-digital-trade-war-in-the-cloud/. 
2
 See, e.g., Safe Harbor: Why E.U. Data Needs Protecting from U.S. Law, ZDNet, April 25, 2011. 

http://www.zdnet.com/blog/igeneration/safe-harbor-why-eu-data-needs-protecting-from-us-law/8801.  
3
 CSPs include telephone companies, cellular carriers, and providers of VoIP, other last-mile voice 

services, Internet access, email, and other text messaging services, but not ordinary web sites. 
4
 An FBI employee who specializes in the use of NSLs has informally estimated that about 90% of NSLs 

are served on CSPs and the remaining nine to ten percent are served on financial institutions.  

http://www.washingtontimes.com/news/2011/oct/28/preventing-digital-trade-war-in-the-cloud/
http://www.zdnet.com/blog/igeneration/safe-harbor-why-eu-data-needs-protecting-from-us-law/8801
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of the Atlantic may create conflicts of law with the other side.  Also addressed is 

whether the potential for conflicts has resulted in any actual conflicts, and if not, whether 

future conflicts may arise.  To the extent that a conflict does arise, the next section 

describes the kind of harm it may cause.  Finally, the paper assesses whether the 

Patriot Act issue should be resolved unilaterally by the E.U. or through cooperative 

efforts with the U.S. 

Subsentio, a company based in Centennial, Colorado, is a trusted third party retained 

by CSPs to achieve compliance with their law enforcement assistance obligations, 

perform related coordination with LEAs, and protect subscriber privacy. Subsentio’s 

clients include wireline carriers, wireless operators, Internet service providers and VoIP 

providers nationwide.  The company provides these clients with both the technical 

solutions they need to bring their networks into compliance and the regulatory 

assistance needed to respond to LEA requests in a privacy-protective manner.  

Because Subsentio serves the needs of industry, law enforcement, and privacy, it 

stands uniquely positioned as an honest broker in disputes among the three interests.   

 

II. THE E.U. AND U.S. OBSERVE SIMILAR STANDARDS FOR 

CSP ASSISTANCE TO LEAs  

Criminals commonly use electronic communications to further their crimes.  The digital 

footprints they leave behind offer vital clues about their identities, actions, and 

whereabouts.  To investigate this digital evidence LEAs require the assistance of CSPs. 

The system of CSP assistance to law enforcement varies from one country to the next.  

However, the systems established in the European Union and the U.S. are much alike.   

A. BOTH THE E.U. AND U.S. PROTECT COMMUNICATIONS PRIVACY 

AS A CIVIL RIGHT 

The E.U. Data Protection Directive of 1995 (the “DPD”)5 mandates the comprehensive 

protection of “personal data” as a fundamental human right.  E.U. member states 

implemented the DPD through their respective state legislatures.  Due to these efforts, 

data protection (privacy) regulation in the E.U. is generally stronger than the counterpart 

rules of the U.S.   

For an E.U. LEA to access CSP data about a suspect, the agents must first 

demonstrate to a superior official or court that they have a sufficient level of suspicion to 

justify infringing the suspect’s privacy. The standards governing this criminal due 

process are found in the code of criminal procedure of each E.U. member nation.  

                                            
5
 Directive 95/46/EC. 
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In the U.S. the right of electronic communications privacy is grounded in the Fourth 

Amendment.  The related statutory requirements are set forth in two portions of the U.S. 

Code of Criminal Procedure: the Electronic Communications Privacy Act (“ECPA”) 6 and 

the Foreign Intelligence Surveillance Act (“FISA”).7  The privacy of telecommunications 

customer account data is additionally protected by the Customer Proprietary Network 

Information (“CPNI”) mandate.8   

ECPA and FISA also contain standards of criminal due process, which are generally 

higher than those of the E.U.   

Thus, LEA access to CSP data is strictly governed in both the E.U. and U.S.  The main 

difference is that the U.S. imposes more elaborate regulations on LEA access to the 

data, while the E.U. emphasizes the privacy of the data itself.  

An international agreement called the E.U.-U.S. Safe Harbor Framework was 

established to ensure the privacy of personal data “transferred” from the E.U. to the 

U.S.  Those U.S. companies that self-certify to the Framework are deemed to provide 

“adequate” privacy protection under the DPD.  The Framework does not address issues 

of due process, thus leaving the matter to each country’s existing laws.   

B. BOTH PRIVACY FRAMEWORKS CONTAIN EXEMPTIONS FOR LEAs  

Articles 3(2) and 13 of the DPD broadly exempt from the E.U. privacy requirements any 

data “processing” required for public safety purposes, including national security 

investigations and criminal probes. The exemption is promulgated in the data protection 

acts of the EU member states. In some member states, such as Germany, Italy, the 

Netherlands, and the Czech Republic, the exemption expressly benefits only the states’ 

own LEAs.  In other member states, such as the U.K., France, Denmark, and Spain, the 

exemption is open-ended.  But the intent in all states was probably to limit the 

exemption to domestic use only.  Otherwise a state’s most personal data could be 

disclosed to nations with little regard for privacy or due process.      

The ECPA and CPNI statutes also contain public safety exemptions. They too were 

written open-endedly but probably intended to benefit only U.S. LEAs. 

 

                                            
6
 The term “ECPA” is used to reference a group of statutes, including ECPA itself (18 U.S.C. § 2701), the 

Wiretap Act (18 U.S.C. § 2510), and the Pen Register and Trap and Trace Act (18 U.S.C. § 3121).  ECPA 
does not use the term “CSP” but governs the same scope of entities.  
7
 50 U.S.C. § 1801.  

8
 47 U.S.C. § 222.  The CPNI Mandate applies only to telecommunications “common carriers” and 

therefore does not cover all CSPs.  
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C. BOTH SYSTEMS OF CRIMINAL DUE PROCESS AUTHORIZE LEA 

ACCESS TO FOREIGN CSPs 

LEAs serve CSPs with two basic types of due process: (1) orders for the retrieval of 

“stored” or “processed” user records; and (2) orders for technical assistance to conduct 

real-time lawful electronic surveillance (wiretaps). The Patriot Act controversy involves 

orders for stored records, as opposed to wiretaps.9      

The data stored by a CSP on a given user may be voluminous and varied.  At the most 

basic level it may include the person’s name, address, and telephone number.  It may 

also include records of the times, dates and durations of the person’s inbound and 

outbound communications traffic.  Wireless networks may record a user’s GPS location 

anytime the handset is on.  Finally, the provider may store communications content, 

such as emails, photos, address books, and spreadsheets. 

For purposes of LEA access to stored CSP data, different E.U. member states define 

their jurisdictions differently, depending on how they interpret the term “data controller” 

under the jurisdictional guidance of Article 4 of the DPD.  Some permit their LEAs to 

issue “production orders” only for a CSP’s domestically-stored data.  Others use the 

orders more broadly to have domestic CSPs retrieve data held by foreign affiliates.10  

The latter category of governments claims authority over foreign-stored data if, for 

example, the suspect receives his CSP service in the authorizing country, or if the data 

is otherwise “accessible.”   

The jurisdictional issue is further complicated by the nature of CSP service.  A given 

data element may change locations instantly depending on CSP management practices 

(e.g. geo-redundancy of data centers) and customer usage patterns (e.g. taking a 

laptop on a transatlantic flight).  In fact, the E.U. jurisdictional disputes have grown so 

confusing that CSPs are reluctant to disclose the locations of their E.U. data centers for 

fear of multiplying their civil rights liability.  The task of drafting CSP user agreements is 

also risky when the parties are unsure which national laws apply.   

One point of agreement among E.U. authorities: the jurisdictional decision does not 

hinge on the given user’s citizenship.  

                                            
9
 ECPA does not grant U.S. LEAs authority to conduct wiretaps outside the country. United States v. 

Toscanino, 500 F. 2d 267 (2
nd

 Cir. 1974).  Wiretap jurisdiction appears to be similarly limited in the E.U.  
Accordingly, the two legal systems are unlikely to encounter conflicts of wiretap law.   
10

 Europa, Summaries of E.U. Legislation, Framework Decision on Protection of Personal Data Processed 
in the Framework of Judicial and Police Cooperation in Criminal Matters (“Europa”), Transmission of Data 
to Other Member States. 
http://europa.eu/legislation_summaries/other/l16013_en.htm.  

http://europa.eu/legislation_summaries/other/l16013_en.htm
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U.S. statutes also assert extra-territorial jurisdiction for LEA data requests.11  An entity 

with a presence in the U.S. may be served with a subpoena or court order to disclose 

suspect records within the entity’s possession, custody or control, including data held by 

a foreign affiliate.12    As in the E.U., the U.S. law is agnostic to the user’s citizenship. 

D. BOTH SYSTEMS OF DUE PROCESS CONTAIN ANTI-TIPOFF RULES  

An E.U. CSP user need not be notified that he or she is subject to a production order if 

doing so would prejudice the criminal investigation.13  In Germany, for example, 

“[n]otification shall take place as soon as it can be effected without endangering the 

purpose of the investigation, the life, physical integrity and personal liberty of another, or 

significant assets ….”14 The theory is that tipping off a criminal suspect to an 

investigation may cause him or her to flee the jurisdiction, destroy evidence of a crime, 

or harm a witness.  Further research would be needed to learn whether E.U. authorities 

apply even stricter rules of confidentiality to national security investigations.    

Similar provisions of ECPA permit a U.S. LEA to delay notice to a user/suspect when 

necessary to avoid jeopardizing the investigation.15  No notice at all is required when the 

user’s data is sought through an NSL.16  An NSL serves as a kind of administrative 

subpoena in national security investigations.   

The Patriot Act did not create the NSL but did expand its availability.17  The purpose 

was to facilitate terrorist investigations.  As a result, NSLs were issued more frequently 

in the wake of 9/11.  But the NSL has limits.  The FBI is the only law enforcement 

agency authorized to use NSLs,18 and the agency may use them to collect only non-

content CSP records.    

Based on the above comparison of E.U. and U.S. law, anti-tipoff restrictions are lawful 

for investigations in both legal realms, despite the general duty to notify suspects of the 

investigations.  Moreover, the practice is not unique to the Patriot Act. 

                                            
11

 28 U.S.C. § 1783. 
12

 A U.S. presence could be a factory, sales office, or network element such as a telephone switching 
center or Internet server.  
13

 “[Notice of an LEA request] will not be provided where the data subject already has this information, the 
provision of the information proves impossible or would involve a disproportionate effort or where it would 
prejudice ongoing investigations.” Europa, supra, Notification of the Data Subject.   
14

 German Code of Criminal Procedure, Federal Law Gazette, Part One, Chapter 8, Section 101.  
15

 18 U.S.C. §§ 2703(c)(3) and 2705(b).    
16

 18 U.S.C. § 2709.  
17

 Initially, the Patriot Act made the NSL anti-tipoff requirement so strict that a CSP could not disclose the 
existence of the NSL even to its own counsel for purposes of challenging the validity of the NSL in court. 
After a storm of protest, Congress amended the law to permit such challenges.  
18

 NSLs may also be used by intelligence agencies.  
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E. BOTH SYSTEMS PERMIT LEA ACCESS TO CSP DATA WITHOUT 

JUDICIAL APPROVAL 

Some believe LEAs may not gather CSP records on a criminal suspect without approval 

from a judge.  In fact, judicial approval is not always required.  

LEA access to CSP data in the E.U. was examined in the E.U.’s recent report on data 

retention (the “Data Retention Report”).19
 According to the Data Retention Report: 

Eleven Member States require judicial authorisation for each 

 request for access to retained data. In three Member States  

judicial authorisation is required in most cases. Four other  

Member States require authorisation from a senior authority  

but not a judge. In two Member States, the only condition  

appears to be that the request is made in writing.20 

  

In the “inquisitorial” systems of Napoleonic law countries such as Belgium, the 

Netherlands, France, and Spain, the judge and prosecutor are the same person (the 

“investigating judge”).  Thus, judicial approval in those venues lacks the separation of 

powers required by due process in “adversarial law” nations such as the U.S.  The U.K. 

is one of the countries that permits access to CSP data without judicial approval.  There, 

the decision is made by any LEA official deemed a “designated person” for that 

purpose.21     

An American LEA may issue a subpoena to access user data under certain 

circumstances without judicial approval.22   The same is true of NSLs.23     

Thus, a comparison of the E.U. and U.S. shows that both legal systems sometimes 

permit LEA access to CSP data without judicial approval, and even when judicial 

approval is required, it may lack a separation of powers.  In any event, the tool of non-

judicial access was not invented by the Patriot Act.   

 

 

                                            
19

 Report from the Commission to the Council and the European Parliament, Evaluation Report on the 
Data Retention Directive (Directive 2006/24/EC), April 18, 2011.  http://ec.europa.eu/commission_2010-

2014/malmstrom/archive/20110418_data_retention_evaluation_en.pdf.  
20

 Id., p. 9.  
21

 Regulation of Investigatory Powers Act, Part I, Chapter II, Section 22. 
http://www.legislation.gov.uk/ukpga/2000/23/section/22.  
22

 18 U.S. C. § 2703(c)(2).  
23

 18 U.S.C. § 2709.  

http://ec.europa.eu/commission_2010-2014/malmstrom/archive/20110418_data_retention_evaluation_en.pdf
http://ec.europa.eu/commission_2010-2014/malmstrom/archive/20110418_data_retention_evaluation_en.pdf
http://www.legislation.gov.uk/ukpga/2000/23/section/22
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F. BOTH THE E.U. AND U.S. STRENGTHENED LEA POWERS AFTER 

9/11  

Governments worldwide strengthened their powers of national security and criminal 

investigation after 9/11.  Among other things, the E.U. permitted more LEA wiretaps, 

mandated CSP data retention, instituted national identification cards, and increased 

trans-border sharing of suspect information. 

After 9/11 the US also passed new national security laws, including the Patriot Act. The 

Patriot Act did not give LEAs new powers of CSP investigation but did strengthen the 

existing ones.  One example was the expanded use of NSLs.  So far Congress has not 

adopted a data retention mandate, though the concept has been proposed.  

Based on the above comparison of E.U. and U.S. laws, the two systems are similar in 

their treatment of CSP data, including their approach to the issues of user notice and 

judicial approval, and the Patriot Act is consistent with these common themes.   

III. TRANSATLANTIC LEA INVESTIGATIONS CREATE THE 

POTENTIAL FOR CONFLICTS OF LAW  

While the E.U. and U.S. maintain similar legal procedures for LEA access to CSP data, 

neither system was designed to be interoperable with the other.  Therefore, when the 

two systems mingle they may pose conflicts of law.24  

A. AN EXERCISE OF ANTI-TIPOFF AUTHORITY IN ONE COUNTRY 

MAY VIOLATE PRIVACY LAWS IN ANOTHER  

When an LEA issues a valid order to a CSP to disclose a foreign user’s records without 

giving the user notice, the action may violate the suspect’s privacy rights under the 

foreign country’s laws.  The following scenario explains how the process might work.  

The scenario is shown graphically in the Records Production Flowchart at Exhibit A.   

1. Violation of E.U. Privacy Law 

Suppose the FBI serves an NSL on an American CSP called Yankee.com.  The NSL, 

which contains an anti-tipoff command, seeks the past three months of calling records 

for a suspect named Red Wolf. Red Wolf subscribes to the service of Yankee.com’s 

affiliate in France.  Yankee.com relays the NSL instructions to its French affiliate. The 

affiliate retrieves the targeted records from its data center in Spain and forwards them to 

the parent company in the U.S.  The parent then delivers the records to the FBI.    

                                            
24

 See U.S. v. Bank of Nova Scotia, 691 F. 2d 1384 (11
th
 Cir. 1982) (“Bank of Nova Scotia”).   
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In this situation the FBI has acted lawfully because it served a valid legal instrument on 

an entity within its jurisdiction.  However, Yankee.com-France may have violated two 

privacy protections in France’s data protection act.25  One protection would require 

giving notice to Red Wolf and obtaining his consent before transferring his records 

outside the country.26  Another rule would give Red Wolf the right of notice and consent 

for the “onward transfer” of the records to the FBI. The act presumably contains an 

exemption for disclosures to French LEAs but not foreign ones such as the FBI.   

Because Yankee.com-France retrieved the records from its data center in Spain, 

Spain’s data protection act must also be reviewed.  As noted above, E.U. member 

states differ on the bounds of their jurisdictional reach.  Accordingly, the analysis may 

reveal violations in Spain similar to those in France.   

In our hypothetical situation, if Yankee.com conforms to the E.U.-U.S. Safe Harbor 

Framework, both the data transfer to the U.S. and subsequent disclosure to the FBI 

would be valid.  That is because Safe Harbor compliance validates transatlantic data 

transfers, and the Safe Harbor principles contain a public safety exemption for U.S. 

LEAs.27  However, few American companies have embraced the Safe Harbor, and a 

large subset of CSPs -- telecommunications carriers -- are ineligible to enroll.   

2. Violation of American Privacy Law 

Now suppose the French National Police serve a production order containing an anti-

tipoff command on Yankee.com-France.  The order requires the French affiliate to 

produce the calling records of Black Widow, a criminal suspect using Yankee.com’s 

service in the U.S.  The affiliate retrieves the targeted records from the U.S. parent and 

delivers them to the French National Police.  

The French authorities have acted lawfully under French law.  However, Yankee.com-

U.S. may have violated Black Widow’s privacy rights under ECPA and the CPNI 

Mandate.  Those laws contain public safety exemptions, but not for foreign LEAs such 

as the French National Police.  

Notice how LEAs on either side of the Atlantic may validly obtain CSP evidence in ways 

that trigger privacy violations on other side.   It does not matter whether the corporate 

                                            
25

 This analysis assumes the French data protection act tracks the DPD.  Further research would be 
needed to determine exactly how the French law applies to these facts.  The instant discussion is 
intended only to flag the relevant issues.  
26

 Depending on the E.U. state, the transfer may also require notice to the state’s data protection 
authority. 
27 Safe Harbor Privacy Principles, http://export.gov/safeharbor/eu/eg_main_018475.asp.  

http://export.gov/safeharbor/eu/eg_main_018475.asp
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conduit for the evidence is European or American, or whether the suspect is European 

or American.  What matters is that the suspect is treated under the wrong set of laws.         

B. AN EXERCISE OF DUE PROCESS IN ONE COUNTRY MAY 

VIOLATE DUE PROCESS IN ANOTHER  

Not only privacy laws but due process laws may be violated during transatlantic 

investigations of CSP users.   

1. Violation of E.U. Due Process 

Returning to our hypothetical investigation of Red Wolf, remember that it began when 

the FBI issued an NSL for Red Wolf’s calling records.  When the FBI made the 

determination that Red Wolf’s calling records were sufficiently relevant to the case to 

justify an NSL, the decision met the American due process standard for NSLs, which is 

the relevance standard.  However, Red Wolf is not subject to American law.  He is 

entitled to the due process standards of France.  Even if France would apply a 

relevance standard to its version of the NSL, the due process determination for Red 

Wolf can only be made validly by French authorities under the French definition of 

relevance.  Accordingly, the disclosure arguably violated Red Wolf’s due process rights.  

The Safe Harbor Framework could not legitimize the due process decision because the 

Framework does not address issues of due process.  

2. Violation of U.S. Due Process 

Yankee.com-U.S. may have likewise violated the due process rights of Black Widow 

because the production order was issued by French authorities under French law, not 

American authorities under American law.  

C. SIMILAR CONFLICTS ARISE IN CIVIL PROCEEDINGS  

Conflicts of international law are not unique to criminal investigations. Parties to civil 

lawsuits encounter similar conflicts at the discovery stage of their proceedings. For 

example, a party to an anti-trust suit in America may serve a subpoena on an American 

CSP like Yankee.com to obtain calling records from its French affiliate.  Alternatively, a 

litigant in a French divorce proceeding may seek records belonging to a subscriber of 

Yankee.com in the U.S.  These civil conflicts persist despite international cooperation 

agreements such as the Hague Convention and prohibitions on data transfers such as 

the E.U. “blocking statutes.” 
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IV. THE POTENTIAL FOR TRANSATLANTIC CONFLICTS MAY 

NOT HAVE CAUSED ANY ACTUAL CONFLICTS  

The prior section showed how two comparable systems of law may be implemented in 

incompatible ways.  Still, that does not mean the systems produce any actual conflicts.  

European and American LEAs may not need access to each other’s CSPs.  

Alternatively, they may gain access to foreign CSPs through international cooperation 

agreements that bridge the incompatibilities.    

A. THE E.U. DATA RETENTION REPORT FOUND FEW CASES OF 

TRANSBORDER REQUESTS FOR CSP DATA 

The laws of privacy and due process are complex, LEA investigations are by nature 

confidential, and CSPs vary in their LEA assistance policies.  These factors make it 

difficult to determine the number of trans-border LEA investigations on CSP networks.   

However, the E.U. Data Retention Report sheds light on the subject.  It states:  

According to statistics provided by Member States, less  

than 1% of all requests for retained data concerned data  

held in another Member State.28  

   

Although the Report did not cover the U.S., it stands to reason that a given E.U. state 

would receive more CSP data requests from its own E.U. neighbors than from any other 

foreign country.  If so, there may not have been any U.S. requests during the five-year 

period covered by the Report.   

A related insight appears on the Canadian government web site of the Treasury Board 

of Canada Secretariate.  According to the site, the government is not aware of any 

“Patriot Act” requests for data from Canada.  This further demonstrates the rarity of 

trans-border LEA data requests, at least in the context of U.S. national security 

investigations.  On the other hand, it is unclear how the Canadian agency arrived at its 

conclusion. Requests transmitted through government-to-government protocols, as 

described below, would have been known to the Canadian government, but requests 

sent through parent/affiliate channels would not.  Also, U.S. LEAs may seek more 

assistance from the E.U. than from Canada. 

 

  

                                            
28

 E.U. Data Retention Report, p. 22.  
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B. ANY TRANSATLANTIC REQUESTS FOR CSP DATA MAY LEVERAGE 

THE MLATS 

Even assuming there are transatlantic requests for CSP data, that does not mean the 

resulting data disclosures trigger conflicts of law.  The requests may occur through the 

auspices of Mutual Legal Assistance Treaties (“MLATs”).   

MLATs have been executed between the U.S. and all E.U. member states.  The 

agreements facilitate a variety of international investigative needs, including the needs 

of CSP records production.29  In an MLAT process, an LEA in Country A formally 

requests an LEA in Country B to conduct the evidence-gathering. If the request is 

granted, Country B lets its LEA serve the production order or subpoena on the Country 

B CSP.  In the process it provides any notice or judicial approval required by Country B. 

Once the CSP retrieves the suspect data from its repository, it delivers the data to the 

Country B LEA, and the Country B LEA forwards it to the Country A LEA.  As a result, 

the suspect enjoys the benefit of his or her own civil rights protections. 

LEAs dislike the MLAT process because it is risky and time-consuming.30   A country 

may refuse an MLAT request as unjustified or prolong the review for months.  However, 

the E.U. and U.S. recently instituted an E.U.-wide MLAT, which overlaid the bilateral 

MLATs and further streamlined the exchange of LEA services.     

Because the MLAT process of CSP evidence-gathering is legally clean it is preferable to 

the parent/affiliate approach, where an investigation originating in one country may 

violate civil rights in another.     

C. INFORMAL INQUIRIES AMONG CSPs INDICATE LEAs SERVE FEW 

TRANSBORDER REQUESTS AND TEND TO USE MLATS 

To move beyond mere speculation about LEA requests for foreign CSP data, we must 

ask: (a) do CSPs actually receive such requests; and (b) if so, do they retrieve the 

targeted data from their foreign affiliates or refer LEAs to the MLAT process?    

The preparation of this paper included an informal survey of experts in law enforcement 

assistance representing nine global CSPs.  Eight of the entities are American and one is 

European. Four are telecommunications carriers, one processes user data for 

telecommunications carriers, one is a VoIP provider, two provide various Internet 

services, and the ninth is a social networking site.   

Of the nine individuals, one declined to discuss international law enforcement 

assistance practices due to the sensitivity of the subject.  Two others had not received 

                                            
29

 MLATs are implemented in the U.S. through the U.S. Code of Criminal Procedure. 18 U.S.C. § 3512.  
30

 Data Retention Report, pp. 22-23.  
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any LEA requests for foreign user data.  The remaining six said trans-border LEA 

requests for user data were rare.  When such a request is received, none of the six 

implements it directly by retrieving the targeted data from its foreign affiliate. Instead, 

five of the six refuse on the grounds that the process requires an MLAT.  The sixth 

refers the requesting LEA to the affiliate in the LEA’s home country that serves the 

named user.   

Based on this unofficial feedback, CSPs do not provide LEA assistance by retrieving 

data from their foreign affiliates.  Accordingly, it does not appear that LEA investigative 

orders on one side of the Atlantic are violating civil rights on the other.  

V. THE RISK OF FUTURE CONFLICTS APPEARS LOW, BUT U.S. 

CSPs IN EUROPE MAY FACE  GREATER OVERALL LEA 

BURDENS  

Future prospects for CSP assistance to LEAs give cause for both hope and concern. 

A. THE RISK OF A FUTURE TRANSATLANTIC CONFLICT APPEARS 

LOW  

The growth of CSPs engaged in cloud computing relies on the efficiencies of remote 

processing.  The more these services spread geographically, and the more they shift 

data to the cloud, the more LEAs will grow dependent on them for international 

assistance.  This reliance may rise further with increases in international computer 

crime.  Accordingly, these factors may generate future conflicts between LEA data 

requests and civil rights protections.   

On the other hand, to the extent that LEAs and CSPs have already adopted lawful 

practices for international data transfers using MLATs, there is no reason to expect 

those practices to change as the cloud expands and crime rates rise.  Therefore it 

appears unlikely that future LEA investigations of transatlantic data will result in conflicts 

of law.  

B. U.S. CSPs MAY FACE GREATER OVERALL COMPLIANCE BURDENS 

FROM E.U. LEAs 

Although CSPs apparently have adequate protocols to prevent future liability from 

conflicts between LEA statutes and civil rights laws, some may face growing LEA 

liability of a different kind.  Specifically, as U.S. providers proliferate in Europe, they may 

face more LEA demands.  The E.U. workload may rise for two reasons.  First, the E.U. 

mandates data retention.  The more extensively data is retained, the more useful it is for 

LEA investigations.  Second, as noted above, the E.U. observes low standards of due 

process. The lower the hurdles, the more frequently LEAs may request stored data and 
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order technical assistance for wiretaps.   A brief look at the standards shows how the 

process works.   

1. Greater Demand for Stored Data  

A European LEA may typically access any type of user data on the grounds that it is 

“relevant” to an investigation.31  In the U.S., by contrast, LEAs must clear relatively 

higher legal hurdles to access relatively more private CSP data.  To obtain basic user 

profile information, the LEA must ensure the evidence is relevant to an investigation.32  

To collect more private information, such as a user’s GPS handset location, the LEA 

must meet the higher standard of demonstrating “specific and articulable facts.”33 And to 

view communications content, such as the text of a recent email, the LEA must meet an 

even greater burden by showing “probable cause.”34    

2. Greater Demand for Wiretaps 

The difference between European and American due process standards for wiretaps is 

even more pronounced.  In Belgium and France, LEAs may wiretap a suspect under the 

basic “relevance” standard.35  In Germany, a wiretap is approved if “certain facts give 

rise to the suspicion that a person … has committed a serious criminal offense.”36  The 

Netherlands similarly requires “suspicion of an offense.”37   

The American standards are higher.  A U.S. judge will allow real-time monitoring of only 

a suspect’s call signaling (e.g. telephone numbers dialed or IP session addresses used) 

under the low relevance standard.  For an LEA to conduct a wiretap (i.e. listen to the 

                                            
31

 Privacy and Law Enforcement in the European Union: The Data Retention Directive, Francesca 
Bignami, Chicago Journal of International Law, Vol. 8, No. 1, Summer, 2007. 

http://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=2304&context=faculty_scholarship.  
32

 18 U.S.C. § 2703(c). 
33

 18 U.S.C. § 2703(d).  
34

 18 U.S.C. §§ 2703(a) and (b). There is some evidence that the higher standards of due process in the 
U.S. lead to higher standards of investigative quality.  Google publishes a semi-annual report, called the 
Transparency Report, which includes statistics on the data requests it receives from LEAs worldwide.  
The Report shows, for each country, a column titled “Percentage of Data Requests Fully or Partially 
Complied With,” which indicates the percentage of requests Google found legally valid.  The most recent 
Report shows that the validity percentage calculated for the U.S. is by far the highest at 93%.  The 
percentages for the E.U. nations are as follows: Belgium, 67%; Germany, 67%; the U.K., 64%; Spain,  
63%; Italy, 60%; France, 48%; and the Netherlands, 48%.  
35

 Report of the Third Study Commission on the Interception of Communications and its Impact on Privacy 
Rights, International Association of Judges, October 11-15, 2009.   
http://www.iaj-uim.org/site/modules/mastop_publish/files/files_4af2c275b13b7.pdf.  
36

 German Code of Criminal Procedure, Federal Law Gazette, Part One, Chapter 8, Section 110(a).  
http://www.gesetze-im-internet.de/englisch_stpo/englisch_stpo.html. 
37

 The Use of Illegally Gathered Evidence in the Dutch Criminal Trial, M.J. Borgers & L. Stevens, 
Electronic Journal of Comparative Law, Vol. 14.3, December 2010, http://www.ejcl.org/143/art143-4.pdf.  

http://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=2304&context=faculty_scholarship
http://www.iaj-uim.org/site/modules/mastop_publish/files/files_4af2c275b13b7.pdf
http://www.gesetze-im-internet.de/englisch_stpo/englisch_stpo.html
http://www.ejcl.org/143/art143-4.pdf
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suspect’s conversations or view the content of his Internet usage), the agency must 

meet the high legal standard of probable cause.38  

As one would expect, there are more wiretaps in Europe than the U.S.  In Italy, the total 

number of wiretaps performed in 2004 was reportedly 100,000.39 In the Netherlands the 

total for the same year was 12,000.40  The 2005 total in Germany was 42,508.41 In the 

U.S., by contrast, the 2005 total was only 1,773.42  

The wide disparity in wiretapping practices was further revealed in a study by the Max 

Planck Institute.43  The study reported the following number of wiretaps per 100,000 

inhabitants in certain European and North American countries in 2003: 

 Italy: 76  

 Netherlands: 62   

 Sweden: 33   

 Germany: 15  

 Austria: 9  

 U.K. 6  

 US: 0.5  

 Canada: 0.4   

 

These figures show that as CSPs expand from the U.S. to Europe they will be expected 

to support more LEA wiretaps. 

VI. DESPITE THE LOW RISK OF A CONFLICT, EVEN ONE COULD 

CAUSE SERIOUS HARM 

It has been shown that U.S. CSPs entering the European market can expect: (a) few, if 

any, transatlantic conflicts of law between LEAs and civil rights; but (b) a greater overall 

burden of assistance to LEAs in the E.U.  However, even a single conflict of law could 

cause serious harm.   

 

                                            
38

 18 U.S.C. § 2518(3).  
39

 EDRI-gram: Digital Civil Rights in Europe, Italian GSM Provider Warns: Too Many Wiretaps, February 
24, 2005. http://www.edri.org/edrigram/number3.4/wiretap.  
40

 Id.  
41

 Privacy International, PHR-2006, Federal Republic of Germany, 
https://www.privacyinternational.org/article/phr2006-federal-republic-germany.   
42

 U.S. Annual Wiretap Report, 2005.  The U.S. does not track the number of call-signaling intercepts. 
http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2005/Table42005.pdf.  
43

 See Evaluating Telecommunications Surveillance in Germany: Lessons of the Max Planck Institute’s 
Study, Paul M. Schwartz, The George Washington Law Review, Vol. 72:1244, November, 2004. The 
international comparison was not exactly apples-to-apples due to differences in legal systems and 
methods of counting.  

http://www.edri.org/edrigram/number3.4/wiretap
https://www.privacyinternational.org/article/phr2006-federal-republic-germany
http://www.uscourts.gov/uscourts/Statistics/WiretapReports/2005/Table42005.pdf
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A. HARM TO SUSPECTS 

A conflict of law could deprive a CSP user of the civil rights protections owed under his 

or her home country statutes.  This is no mere formality.  To the suspect, it could mean 

the difference between remaining free and being extradited to a foreign country for 

criminal prosecution.  For this reason alone such conflicts must be avoided. 

B. HARM TO CSPs 

Where a CSP violates a user’s civil rights by making an improper data disclosure the 

company may incur liability from both the user and the user’s government.  Customer 

trust is essential for CSPs, especially those engaged in cloud computing, where users 

place large volumes of private information in the service provider’s hands.  Good 

government relations is important to maintain fair regulatory treatment.   

Liability could also arise from a refusal to disclose data.  If a CSP violates an LEA 

production order, court order, or subpoena, it could provoke an enforcement action.  

C. HARM TO PUBLIC SAFETY 

A CSP refusal to disclose data could also harm public safety.  For example, if the CSP 

rejects a valid request for a suspect’s handset location, the lack of assistance may 

prevent the LEA from locating a terrorist cell before it launches an attack.    

VII. ATTEMPTS TO RESOLVE PERCEIVED CONFLICTS 

UNILATERALLY COULD MAKE MATTERS WORSE 

E.U. proposals to exclude American cloud providers seem premature for a problem that 

has not yet been substantiated.  Such acts could reduce competition unnecessarily.   

The regulatory measures may not even benefit E.U. citizens.  If, for example, the Dutch 

government were to award a government contract to any E.U. cloud provider with a 

presence in the U.S., Dutch citizens would remain theoretically subject to American LEA 

requests through the company’s U.S. office.   

Even if the same government confined its dealings to Dutch providers with no U.S. 

contacts, Dutch data would remain subject to LEA requests from the U.S. through the 

MLAT process.   On the other hand, the MLAT approach would moot the civil rights 

issues.   

Beyond that, if Dutch suspicions of the Patriot Act prompt a desire to block all U.S. LEA 

investigations of Dutch CSP users, the government would have to adopt a policy of 

denying U.S. MLAT requests.  Such a policy would improve privacy but potentially 

reduce public safety. 
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VIII. AUTHORITIES SHOULD STUDY THE MATTER AND APPLY 

ANY REMEDIES COOPERATIVEY  

Rather than resort to economic sanctions, the transatlantic powers should address any 

civil rights conflicts cooperatively.   

A. SURVEY CSPs ON THEIR PRACTICES OF LEA ASSISTANCE  

A good starting point to address the E.U.’s Patriot Act concerns would be to study the 

issue empirically.  A survey of global CSPs could reveal whether LEA collections of 

trans-border data take place through MLAT protocols or parent/affiliate connections.  If 

the process involves only MLATs there is nothing broken that needs to be fixed.  If, on 

the other hand, even one investigation was furthered through parent/affiliate channels, 

thus causing a conflict of law, a legal remedy is needed.  

The proposed survey should be conducted on a confidential basis, with each CSP 

reporting to its own home government.  Otherwise a CSP may unfairly suffer civil rights 

liability for acts of LEA assistance that it was legally required to provide.44  

B. CLARIFY THE E.U. JURISDICTIONAL LINES  

If the proposed survey reveals any actual conflicts of law, the E.U. could minimize the 

scope of the problem without revising LEA statutes or even consulting the U.S.  

Specifically, it could harmonize the member state interpretations of their data protection 

jurisdictions.  The European Commission has already raised the jurisdictional issue in 

its current proceeding to revise the DPD.  Ideally, each CSP with operations in the E.U. 

should be subject to the jurisdiction of a single E.U. member state. That way an 

international investigation would no longer threaten to breach the laws of multiple 

states.  The Commission’s DPD reform proposal is scheduled for release in early 2012.   

C. STREAMLINE THE MLAT PROCESS  

To avoid conflicts between an LEA and a foreign state’s civil rights laws, the E.U. and 

U.S. should streamline the MLAT process.  Today, as noted above, the process is time-

consuming and risky.  But the recently executed EU-US MLAT may solve that problem.  

The umbrella MLAT authorizes each member nation to create a “joint investigative 

team” composed of LEA representatives from multiple nations.  These teams may 

process data requests more quickly and reliably.  In any event, MLAT investigations 

would honor the appropriate civil rights laws and avoid CSP liability. 

                                            
44

 Surveying the LEAs would not be useful because they could probably not answer the most critical 
question, which is whether the evidence they gathered from a CSP in an international investigation was 
retrieved from the entity’s domestic repository or relayed from a foreign source.  
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D. OTHER OPTIONS ARE NOT PROMISING  

Various alternatives to address the civil rights conflicts do not seem promising.  

One possibility is to let parties resolve the conflicts through litigation, as demonstrated in 

Bank of Nova Scotia, supra.  But if suspects lack notice of requests for their CSP 

records they cannot defend against the actions.  Litigation may also be slower and 

riskier than the MLAT approach.  

Another possibility is for the E.U. and U.S. to modify the Safe Harbor Framework in a 

way that grants mutual recognition of each other’s public safety exemptions.  The 

measure would enable LEAs to apply anti-tipoff rules without breaching the notice 

obligations set forth in the E.U. data protection acts and ECPA.  However, the 

modification would not resolve conflicts of due process.     

Another alternative is to amend the Council of Europe Cybercrime Convention.  The 

Convention facilitates international investigations of computer crimes.  A provision of the 

treaty on stored data permits an LEA in one signatory country to gather evidence in 

another country without resorting to an MLAT if the LEA obtains the “lawful and 

voluntary consent of the person who has a lawful authority to disclose the data.”45  The 

required consent could come from a CSP.  The signatories could agree to convert this 

data disclosure mechanism from a voluntary one to a mandatory one.  However, the 

measure would not provide suspects with notice or due process.  It would only excuse 

the absence of these valuable civil rights.   

One final option is to emulate two “bulk transfer” agreements signed in the wake of 9/11 

to facilitate the exchange of investigative data between the E.U. and U.S.  One of the 

agreements, called the SWIFT Agreement, was established to trace the financial 

support of terrorist groups.  The other, called the Passenger Name Record Agreement, 

was crafted to track transatlantic travelers.  Both Agreements enjoy the general DPD 

public safety exemption.  However, they were justified as uniquely necessary “bulk” 

transfers of data that benefited all nations involved.  Even then the Agreements barely 

survived strong privacy challenges from within the E.U.  There could only be more 

privacy opposition to any general public safety exemption that permitted user-specific 

investigations, especially if the measure benefited some countries more than others.  

IX. CONCLUSION 

Some Europeans say the Patriot Act lets American LEAs access E.U. personal data in 

violation of E.U. civil rights. The claim appears to be a false alarm. However, 

considering the potential danger of such a violation in the E.U. or U.S., the issue should 

                                            
45

 Convention on Cybercrime, Budapest 23.XI. 2001, Section 2, Title 2, Article 32(b). 
http://conventions.coe.int/Treaty/en/Treaties/html/185.htm. 

http://conventions.coe.int/Treaty/en/Treaties/html/185.htm
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be studied.  Authorities should determine whether such violations occur, and if so, take 

cooperative steps to prevent them.  

For now one point is clear: E.U. criticism of the Patriot Act is misplaced.  The Patriot Act 

did not create the possibility of transatlantic investigations that pose potential conflicts of 

law between an LEA’s request for foreign user data and the user’s civil rights.  The 

possibility predates the Patriot Act and impacts the E.U. and U.S. alike.  The legal 

trouble began, not due to any abuse of authority, but because the European and 

American systems of law were not designed to work together.    

Based on publically available information there is no reason to believe the potential 

conflicts have ripened into actual ones, or that they ever will.  Transatlantic LEA 

requests for user data are commonly implemented through MLATs, which ensure that 

each suspect is protected by his or her own civil rights laws.  More likely than any 

conflict of law is the risk that as U.S. CSPs expand into Europe they will receive more 

overall demands from E.U. LEAs.   

Brussels and Washington should analyze the civil rights issue by surveying global 

CSPs.  If the survey confirms that transatlantic investigations are conducted through 

MLAT agreements, no further action is needed.  If, however, suspect data is gathered 

through parent/affiliate channels, a conflict of law may be created and a legal remedy is 

required.  

The best hope for any needed solution to the civil rights risk would be to funnel all LEA 

trans-border data requests through the MLAT process.  MLATs are currently considered 

insufficiently slow and uncertain.  But these drawbacks might be resolved through a 

more recent, umbrella MLAT designed to streamline LEA cooperation.       
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