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Overview 

Congress enacted the Communications Assistance for Law Enforcement Act (“CALEA”) in 
1994, requiring telecommunications carriers to assist law enforcement in executing electronic 
surveillance pursuant to a court order or other lawful authorization.  Carriers are required to 
design their systems to allow for surveillance to be performed upon launch.  Since 2006, the 
Federal Communications Commission (“FCC”) has extended the requirements of CALEA to 
providers of two-way interconnected VoIP and broadband Internet access service.  Common 
carriers, resellers, and CMRS providers are all covered by CALEA. 
 
According to the FCC, the policy purpose of CALEA is to preserve the ability of law 
enforcement agencies to conduct electronic surveillance by requiring that telecommunications 
carriers and manufacturers of telecommunications equipment design and modify their 
equipment, facilities, and services to ensure that they have the necessary surveillance capabilities 
as communications network technologies evolve.   
 
To fulfill their requirements, all telecommunications carriers with equipment or services that 
provide a subscriber with the ability to originate, terminate or direct communications must be 
capable of the following: 
 

- allowing a lawfully authorized government agency to intercept all wire and electronic 
communications carried to or from a subscriber of the carrier;  
 

- allowing such government agency to access call-identifying information reasonably 
available to the carrier (e.g., via “pen trap” devices);  
 

- providing the information to the government off-premises unobtrusively and with 
minimum interference; and 
 

- intercepting requested information with minimum interference to subscribers’ service 
while protecting both the privacy and security of subscribers and information regarding 
the government’s interception. 

 
This summary will provide clients with a full background on their responsibilities as a 
communications business to comply with federal law enforcement regulations.  We hope you 
find this summary to be a valuable reference document on an ongoing basis.  If you have any 
questions on the contents of this summary or related matters of security and privacy protection , 
we invite you to contact The CommLaw Group or Subsentio. 
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CALEA:  Section by Section Analysis 

CALEA is codified in the United States Code, Title 47, sections 1001 to 1010. 
  
Definitions (Section 1001) 
 
Definitions in CALEA differ from those in the Communications Act.  The following are relevant 
definitions in the law. 

 
– “Call-identifying information” – dialing or signaling information that identifies the 

origin, direction, destination, or termination of each communication generated or 
received by a subscriber by means of any equipment, facility, or service of a 
telecommunications carrier. 

 
– “Information services” – means the offering of a capability for generating, acquiring, 

storing, transforming, processing, retrieving, utilizing, or making available information 
via telecommunications; and includes (i) a service that permits a customer to retrieve 
stored information from, or file information for storage in, information storage facilities; 
(ii) electronic publishing; and (iii) electronic messaging services.  The definition excludes 
any capability for a telecommunications carrier's internal management, control, or 
operation of its telecommunications network. 

 
– “Telecommunications support services” – a product, software, or service used by a 

telecommunications carrier for the internal signaling or switching functions of its 
telecommunications network. 
 

– “Telecommunications carrier”—means a person or entity engaged in the transmission 
or switching of wire or electronic communications as a common carrier for hire; and 
includes (i) a person or entity engaged in providing commercial mobile service (as 
defined in the Communications Act); or (ii) a person or entity engaged in providing wire 
or electronic communication switching or transmission service to the extent that the FCC 
finds that such service is a replacement for a substantial portion of the local telephone 
exchange service and that it is in the public interest to deem such a person or entity to be 
a telecommunications carrier.  The definition excludes (i) persons or entities insofar as 
they are engaged in providing information services; and (ii) any class or category of 
telecommunications carriers that the FCC exempts by rule. 

 
Compliance Requirements (Section 1002) 
 

– General Rule:  Telecommunications carriers must ensure that equipment, facilities or 
services for call origination, termination and direct communications are capable of 
allowing lawful interception, pursuant to a court order.  The statute describes in general 
terms the method and scope of interception, including the requirement that interceptions 
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occur in a manner that protects the privacy and security of communications and call-
identifying information not authorized to be intercepted in addition to information 
regarding the government’s interception of communications.   

 
– Exceptions:  When only a pen register and trap and trace device is authorized to record 

call-identifying information, physical location information of a subscriber may not be 
disclosed (except to the extent that location may be determined from a telephone 
number).  Also, carriers are not responsible for decrypting communications unless they 
encrypt the communications and possesses the means  to decrypt them.   

 
The capability requirements do not apply to “information services” or equipment, 
facilities, or services that support the transport or switching of communications for 
private networks or for the sole purpose of interconnecting telecommunications carriers.   

 
– Special mobile service assistance rule:  Telecommunications carriers providing 

commercial mobile services that offer a feature or service that allows subscribers to 
redirect, hand off or assign their communications to another service area or provider must 
be able to provide law enforcement with the identity of the communications service that 
acquired access to the communications. 

 
Capacity Requirements (Section 1003)  
 
Section 1003 gives the government the ability to set maximum capacity requirements for the 
number of simultaneous interceptions to which carriers must be able to expand.  The FBI 
published its Final Notice of Capacity in 1998,1 which was later challenged and amended by a 
2003 Supplement.2  In its Final Notice, the FBI set capacity requirements based on a carrier’s 
geographic location. 
 
Due to changes in technology, capacity requirements are no longer a concern of most covered 
entities.  Covered entities should instead consult industry technical standards to ascertain specific 
compliance obligations.3 
 
Systems Security and Integrity (“SSI”) Rule (Section 1004)   
 
Carriers must ensure that interception can only be activated with a court order or lawful 
authorization and with the affirmative intervention of an individual officer or employee of the 
carrier. 
 
Rules for Equipment Manufacturers (Section 1005) 
 
Equipment manufacturers providing transmission and switching equipment should assist in 
ensuring compliance of carriers. 

                                                      
1 63 Fed. Reg. 12,218 (1998). 
2 68 Fed. Reg. 68,112 (2003). 
3 See infra, page 11. 
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Safe Harbor (Section 1006)   
 
Carriers, manufacturers or support service providers will be found to be in compliance if they 
follow publicly available technical requirements adopted by an industry association or standard 
setting organization.  In the absence of standards, these companies are still required to comply 
with CALEA.  Technical standards designed around the lawful intercept requirements of other 
countries, such as the European Telecommunications Standards Institute, may not be considered 
sufficient for CALEA safe harbor if they do not meet the capability requirements of CALEA 
Section 1002.   
 
Enforcement (Section 1007) 
 
Courts have the authority to enforce CALEA.  Enforcement can take the form of fines or an 
order to comply.   
 
Cost Recovery (Section 1008) 
 
This section discusses cost recovery if a carrier can demonstrate that a compliance requirement is 
not “reasonably achievable.” 
 
Sections 1009 and 1010  
 
These sections authorize government appropriations and mandate government reporting on 
collection activities. 
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Covered Entities 
All telecommunications carriers, including common carriers, 
resellers, CMRS, interconnected VoIP and broadband Internet 
access service providers are considered to be 
“telecommunications carriers” for purposes of CALEA.  The 
broad definition of “telecommunications carriers” is unique to 
CALEA,4 as the FCC has interpreted this term differently from 
similar terms in the Communications Act. 
 
Broadband Internet Access Services 
 
The FCC has determined that CALEA applies to facilities-based 
providers of broadband Internet access services,5 which includes 
but is not limited to “wireline, cable modem, satellite, wireless, 
fixed wireless and broadband access via powerline.”6  The FCC 
gives three reasons that these services are included under 
CALEA.7  First, broadband Internet access services provide a 
switching or transmission functionality;8 second, that 
functionality is a replacement for a substantial portion of the 
local telephone exchange service; and third, avoiding 
surveillance gaps would not be in the public interest.  
 
Facilities-based broadband Internet access services are not 
excluded as an “information service” for purposes of CALEA.  
The FCC explains that cable modem services have two 
capabilities – a telecommunications transmission component 
covered by CALEA and an information service capability that is 
not covered.9  While transmission of an e-mail message is 
covered by CALEA, service providers have no CALEA 
obligations with respect to, for example, the storage functions of their e-mail service, their web-
hosting and DNS lookup functions or any other ISP functionality of their Internet access 
service.10 

                                                      
4 See also 47 C.F.R. § 1.20002 (e). 
5 “Broadband” includes services with the capability to support upstream or downstream speeds in excess of 200 
kilobits per second (kbps) in the last mile, as well as services such as satellite-based Internet access services that 
provide similar functionalities but at speeds less than 200 kbps. “Facilities-based” implicates entities that provide 
transmission or switching over their own facilities between the end user and the Internet Service Provider (ISP).  In 
the Matter of Commc’ns Assistance for Law Enforcement Act & Broadband Access & Servs, First Report and Order, 
20 FCC Rcd. 14989, para. 24, n. 74 (2005) (hereinafter “First Report & Order”). 
6 First Report & Order, para. 24. 
7 First Report & Order, section 2.B. 
8 The FCC interprets the “switching or transmission service” element of the CALEA statute broadly to include “not 
only transmission or transport capabilities, but also new packet-based equipment and functionalities that direct 
communications to their intended destinations.” 47 U.S.C. § 1001 (8)(B)(ii); see First Report & Order, para. 26. 
9 First Report & Order, para. 26, n.76. 
10 See American Council on Educ. v. F.C.C., 451 F.3d 226 (D.C. Cir. 2006). 

DEFINITION 
“Telecommunications carrier”—
means a person or entity engaged 
in the transmission or switching of 
wire or electronic communications 
as a common carrier for hire; and 
includes (i) a person or entity 
engaged in providing commercial 
mobile service (as defined in the 
Communications Act); or (ii) a 
person or entity engaged in 
providing wire or electronic 
communication switching or 
transmission service to the extent 
that the FCC finds that such 
service is a replacement for a 
substantial portion of the local 
telephone exchange service and 
that it is in the public interest to 
deem such a person or entity to be 
a telecommunications carrier.  The 
definition excludes (i) persons or 
entities insofar as they are engaged 
in providing information services; 
and (ii) any class or category of 
telecommunications carriers that 
the FCC exempts by rule. 

47 U.S.C. § 1001 
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Establishments that provide Internet access to their patrons such as hotels, coffee shops, schools, 
libraries or book stores are not covered entities; but the underlying service provider must be 
CALEA compliant.11  Private networks such as intranets are also exempt from CALEA because 
their communications do not connect  to the PSTN or the Internet.12 
 
Interconnected VoIP providers 

 
The FCC determined that the “information services” exclusion does not apply to interconnected 
VoIP services, and therefore CALEA’s obligations extend to such service providers.13  In 
reaching its decision, the FCC reasoned that interconnected VoIP service is a substantial 
replacement for local exchange service, and that interconnected VoIP providers have access to 
call information valuable to law enforcement that is unavailable from other sources such as 
broadband Internet access providers.14  For instance, “[c]all management information (such as 
call forwarding features) and call set-up information (such as real-time speed dialing information 
and post-dial digit extraction information) are unlikely to be reasonably available to a broadband 
Internet access provider,”15 the FCC wrote in its First Report and Order.  The Courts in turn have 
upheld the FCC’s decision.16 
 
As a result, CALEA applies to providers of interconnected VoIP services.  Under FCC rules, 
interconnected VoIP is defined as services that : 
 

1. Enable real-time, two-way voice communications; 
2. Require a broadband connection from the user’s location; 
3. Require IP-compatible customer premises equipment; and 
4. Permit users to receive calls from and terminate calls to the PSTN.17 

 
As long as an interconnected service allows users to receive calls and terminate calls to the 
PSTN, all calls, even those that do not involve the PSTN, are covered.  In contrast, VoIP services 
that enable one-way calling to the PSTN but not from the PSTN are not considered 
“interconnected.”  Generally, the assignment of a telephone number signals the ability to send 
and receive PSTN calls.  A covered provider must comply with CALEA regardless of whether 
the provider directly facilitates access to the PSTN or uses a third party such as a competitive 
local exchange carrier, or “CLEC.” 
  

                                                      
11 First Report & Order, para. 36. 
12 See 47 U.S.C. § 1002 (b)(2)(B).  To the extent that private networks are interconnected with a public network, 
either the PSTN or the Internet, providers of the facilities that support the connection of the private network to a 
public network are subject to CALEA.  First Report & Order, para. 36, n. 100. 
13 First Report & Order, section 2.C. 
14 First Report & Order, para. 44. 
15 Id. 
16 See American Council on Educ. v. F.C.C., 451 F.3d 226 (D.C. Cir. 2006). 
17 First Report & Order, para. 39. 
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Compliance: Procedural Responsibilities 

Overview 
 

FCC regulations place specific compliance responsibilities in the hands of carriers.  Covered 
entities should ensure they comply with the following procedures: 
 

– Point of Contact:  Designate a Systems Security and Integrity (“SSI”) Representative 
responsible for overseeing CALEA compliance (available 24/7) and a technical point of 
contact.  The names and contact information of both should be reported to the FCC.  The 
FCC shares this contact information with the FBI, but the information is not made public. 
 

– Submit Written Procedures:  Develop written SSI procedures to ensure that any 
interception of communications or access to call-identifying information is only activated 
in accordance with lawful authorization and with the affirmative intervention of an 
individual officer or employee of the carrier. 
 
Under Section 1004 of CALEA, law enforcement will only be authorized to conduct 
surveillance when law enforcement obtains (1) legal authorization by means of a 
subpoena, court order or other legal authorization; and (2) carrier authorization by 
means of a signed authorization by the SSI Representative. 

 
– Recordkeeping:   Records should include legal authorization, company authorization and 

signed certifications containing details of intercept/access, as described in detail below.  
Records should be kept for a minimum of 2 years.   
 

– Breach Reporting:  Unlawful electronic surveillance or acts that compromise lawful 
surveillance should be reported to the affected law enforcement agency.18 

 
 
Point of Contact:  Appoint “SSI” Representative 
 
Under FCC rules, every covered telecommunications carrier must “appoint a senior officer or 
employee responsible for ensuring that any interception of communications or access to call-
identifying information effected within its switching premises can be activated only in 
accordance with a court order or other lawful authorization and with the affirmative intervention 
of an individual officer or employee of the carrier.”19 
 
  

                                                      
18 47 C.F.R. § 1.20003 (c). 
19 47 C.F.R. § 1.20003 (a). 
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Submit Written Procedures 
 
Carriers should file the policies and procedures they follow with the FCC within 90 days of a 
carrier’s amendment of its existing policies, including in the case of a merger or divestiture.20  A 
written policies and procedures document should include the following: 
 

– Acknowledgement of authorization requirements.  Carriers should certify that carrier 
personnel must receive appropriate legal authorization and appropriate carrier 
authorization before enabling law enforcement to intercept communications.21  
“Appropriate authorization” always includes both legal and carrier authorization.22 

 
– A detailed description of how long the carrier maintains records.23  Records should be 

kept for a minimum of 2 years. 
 

– An appendix with the name, job description and contact information of the senior officer 
or employee designated as an SSI officer.  A CALEA representative must be available 
24/7, and additional contact information should be included in this appendix.24 
 

Recordkeeping Rules 
 
Carriers should maintain records of each interception of communications or access to call-
identifying information, made with or without appropriate authorization, in the form of a 
certification.25  Certifications should be compiled within a reasonable period of time after the 
initiation of the surveillance activity.26  Records should be kept for a minimum of 2 years. 
 
The certification document should include the following at a minimum: 
 

– The telephone numbers and/or circuit identification numbers involved. 
– The start date and time that surveillance commenced. 
– The identity of the law enforcement officer presenting the legal authorization. 
– The identity of the person who signed the legal authorization. 
– The type of interception of communications or access to call identifying information (i.e. 

pen register, trap and trace, Title III, FISA). 
– The name of the employee responsible for overseeing the surveillance.  The employee 

should sign the document certifying that it is complete and accurate. 
 
 

                                                      
20 47 C.F.R. § 1.20005 (a). 
21 47 C.F.R. § 1.20003 (b)(1). 
22 47 C.F.R. § 1.20003 (b)(2). 
23 47 C.F.R. § 1.20003 (b)(3). 
24 47 C.F.R. § 1.20003 (b)(4). 
25 47 C.F.R. § 1.20004 (a)(1) – (2). 
26 47 C.F.R. § 1.20004 (a)(3). 
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Compliance:  Technical Requirements 

Overview 
 
Telecommunications carriers are required to comply with technical standards that enable law 
enforcement access to networks for the purposes of surveillance.  Carriers can satisfy technical 
requirements by complying with technical standards adopted by an industry association or 
standard setting organization.  Standards developed to address lawful intercept requirements in 
other countries, such as those developed by the European Telecommunications Standards 
Institute for compliance with European lawful intercept requirements, that are not specifically 
intended to address CALEA compliance may not satisfy the safe harbor requirements if they do 
not meet the capability requirements of CALEA Section 1002.  
 
In addition, FCC rules specifically identify certain information that carriers must be able to 
provide to law enforcement if requested:27  

 
– The content of subject-initiated conference calls (including the content of parties on hold).  

 
– Identify the active parties of a multi-party call (including those on hold, those who join, and those 

who drop off).   
  

– Subject-initiated dialing and signaling information (i.e., provide access to all dialing and 
signaling information available from a subject including a subject’s use of features such as call 
forwarding, call waiting, call hold, and three-way calling);  

 
– In-band and out-of-band signaling (i.e., notification that a line is ringing or busy); 

 
– Timing information (to correlate call identifying information with call content of an interception); 

and 
 

– Dialed digit extraction, with a toggle feature that can activate/deactivate this capability (i.e., 
provide digits dialed by a subject after the initial call “cut-through” is completed to another 
carrier). 
 

Compliance Solutions 
 
CALEA-covered carriers have two basic options for compliance. They can: (1) develop a unique, 
in-house technical solution and implement court surveillance orders on their own with advice 
from specially-trained counsel; or (2) purchase a technical solution and related court order 
surveillance services from a CALEA compliance vendor, also known as a trusted third party 
(“TTP”). 
 
TTPs have specialized expertise in the CALEA mandate, as well as the related technical 
compliance challenges, privacy laws, security safeguards, and law enforcement relations.    The 
FCC has formally recognized that CALEA-covered service providers may meet their CALEA 
compliance obligations by retaining TTPs, as long as the service providers remain ultimately 

                                                      
27 47 C.F.R. § 1.20007 (b). 
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responsible for the compliance. 28  A TTP can equip a service provider with a full CALEA 
compliance program.  The package includes the needed technical solution, installation and 
testing support, review and validation of court surveillance orders, network connectivity 
coordination with law enforcement agencies, solution operation in fulfillment of court orders, 
and related FCC-mandated record-keeping.  Accordingly, CALEA-covered entities of all kinds, 
including traditional telecommunications carriers and emerging broadband competitors, find it 
more cost-effective to retain a TTP than procure the above products and services a la carte.     
 
Standards List 
 
The FBI compiles a list of standards that are available to telecommunications carriers.  This list 
was released by the FBI in February 2011.29  
 

Standard Description 

J-STD-025-A 
Lawfully Authorized Electronic Surveillance  
(April 2003) 

Wireline / Wireless 

J-STD-025-B 
Lawfully Authorized Electronic Surveillance 

Wireline / Wireless CDMA2000 Packet Data  
Note: Use J-STD-025-B-1 (Addendum 1) and J-STD-025-B-2 (Addendum 2) 
in conjunction with this standard  

J-STD-025-B-1 (Addendum) 
Addendum 1 - Addition of Mobile Equipment IDentifier (MEID) Wireline / Wireless CDMA2000 Packet Data 

J-STD-025-B-2 (Addendum) Addendum 2 - Support for Carrier 
Identity Wireline / Wireless CDMA2000 Packet Data 

ATIS-1000678v2  
(aka T1.678v2) 
Lawfully Authorized Electronic Surveillance (LAES) for Voice over 
Packet Technologies in Wireline Telecommunications Networks  
Version 2, 2006 

Wireline VoIP  
Note: This standard supersedes and replaces T1.678, version 1 

ATIS 1000678.a.2007 
Supplement A to ATIS-10000678.2006  
Lawfully Authorized Electronic Surveillance for Voice over Packet 
Technologies in Wireline Telecommunications Networks 

Wireline VoIP  
Note: This Supplement (published in 2007) is to be used in conjunction with ATIS-
1000678.2006, and supersedes the applicable portions of ATIS-1000678.2006 

ATIS 1000678.b.2010 
Supplement B to ATIS-1000678.2006 

Wireline VoIP  
Note: This Supplement shall be used in conjunction with ATIS-1000678.2006 and 
ATIS 1000678.a.2007, and shall supersede the applicable portions of ATIS-
1000678.2006 and ATIS 1000678.a.2007 

Cable VoIP Release 1.1 
PacketCable Electronic Surveillance Specification (PKT-SP-ESP-I03-
040113) 

Cable VoIP  
Superseded by later releases 

Cable VoIP Release 1.5 
PacketCable 1.5 Specifications, Electronic Surveillance (PKT-SP-
ESP1.5-I02-070412) 

Cable VoIP 

Cable VoIP Release 2.0 
PacketCable 2.0 
Electronic Surveillance Delivery Function to Collection Function 
Interface, Specification (PKT-SP-ES-DCI-I02-070925) 

Cable VoIP  

                                                      
28 See In the Matter of Commc'ns Assistance for Law Enforcement Act & Broadband Access & Servs., Second 
Report and Order, 21 F.C.C. Rcd. 5360, para. 26 (2006) (hereinafter “Second Report & Order”). 
29 See http://askcalea.fbi.gov/standards.html. 

https://www.atis.org/docstore/product.aspx?id=11438
https://www.atis.org/docstore/product.aspx?id=22579
https://www.atis.org/docstore/product.aspx?id=22593
https://www.atis.org/docstore/product.aspx?id=22682
http://www.atis.org/docstore/product.aspx?id=22771
http://www.atis.org/docstore/product.aspx?id=22966
http://www.atis.org/docstore/product.aspx?id=25413
http://www.cablelabs.com/specifications/archives/PKT-SP-ESP-I03-040113.pdf
http://www.cablelabs.com/specifications/PKT-SP-ESP1.5-I02-070412.pdf
http://www.cablelabs.com/specifications/PKT-SP-ES-DCI-I02-070925.pdf
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Electronic Surveillance Intra-Network, Specification (PKT-SP-ES-INF-
I04-080425) 

TIA-1066 
LAES for cdma2000 VoIP cdma2000 VoIP 

ATIS-0700005 
Lawfully Authorized Electronic Surveillance(LAES) for 3GPP IMS-
based VoIP and other Multimedia Services May 2007 

3GPP IMS-based VoIP 

ATIS-0700005.a.2010 
Supplement A to ATIS-0700005.2007  
Lawfully Authorized Electronic Surveillance (LAES) for 3GPP IMS-
based VoIP and other Multimedia Services May, 2007 

3GPP IMS-based VoIP  
Note: This Supplement (published in 2010) is to be used in conjunction with ATIS-
0700005.2007, and supersedes the applicable portions of ATIS-0700005.2010 

T1.724-2004 
UMTS Handover Interface for Lawful Interception March, 2004 3GPP UMTS / GPRS Packet Data, VoIP, POC 

ATIS/3GPP LI Specifications  
Release 5 
Lawful Interception requirements, T13GPP.33.106V510-2003 
Lawful interception architecture and functions, T13GPP.33.107V550-
2003 
Handover interface for Lawful Interception, T13GPP.33.108V520-
2003 

3GPP UMTS / GPRS Packet Data, VoIP, POC  
Note, when the 3GPP specification for the Handover Interface (i.e., 3GPP TS 33.108, 
version 5.2.0) was balloted within ATIS, comments were received resulting in a need 
to tailor the specification to the US needs. Thus the ballot resolution procedure 
spawned the US standard, ANSI T1.724. 

ATIS/3GPP LI Specifications 
Release 6 
Lawful Interception requirements, ATIS.3GPP.33.106V610-2005 
Lawful interception architecture and functions, 
ATIS.3GPP.33.107V640-2005 
Handover interface for Lawful Interception, ATIS.3GPP.33.108V682-
2005 

3GPP UMTS / GPRS Packet Data, VoIP, POC  
Note: The text in these ATIS Specifications is identical to 3GPP TS 33.106 V6.1.0, 
3GPP TS 33.107 V6.4.0, and 3GPP TS 33.108 V6.8.2. Later versions of these 
specifications may be available may be found at the following address: 
ftp://ftp.3gpp.org/Specs/ (sorted by release date) 

ATIS/3GPP LI Specifications  
Release 7 
Lawful Interception requirements, ATIS.3GPP.33.106V701-2007 
Lawful interception architecture and functions, 
ATIS.3GPP.33.107V770-2007 
Handover interface for Lawful Interception, ATIS.3GPP.33.108V780-
2007 

3GPP UMTS / GPRS Packet Data, VoIP, POC  
Note: The text in these ATIS Specifications is identical to 3GPP TS 33.106 V7.0.1, 
3GPP TS 33.107 V7.7.0, and 3GPP TS 33.108 V7.8.0. Later versions of these 
specifications may be available and may be found at the following address: 
ftp://ftp.3gpp.org/Specs/ (sorted by release date) 

QChat 
EWA Digital Dispatch Surveillance Standard #1 Version 3.0 QChat POC, iDEN 

TIA-1072 
LAES for cdma2000 Push-to-Talk over Cellular cdma2000 POC 

ATIS-1000013.2007 
Lawfully Authorized Electronic Surveillance (LAES) For Internet 
Access and Services (Includes Supplement - ATIS-1000013.a.2009) 

Wireline Internet Access Service  
Note: Use Supplement A to ATIS-1000013.a.2009 in conjunction with ATIS-
1000013.2007 

ATIS-1000013.a.2009 
Supplement A to ATIS-1000013.a.2009 

Wireline Internet Access Service  
Note: This Supplement when used in conjunction with ATIS-1000013.2007 
supercedes the applicable portions of ATIS-1000013.2007 

CM-SP-CBI2.0-I03-090121 
Data-over-Cable Service Interface Specifications: Cable Broadband 
Intercept Specification 

Cable Broadband Packet Data 

WISPA-CS-IPNA-2.0 
Wireless Internet Service Providers Association (WISPA) CALEA 
Standard IP Network Access  
(IPNA) Version 2.0 

Fixed Wireless Access Internet Service  
Note: This standard may be revised and superseded at any time. Please be sure to 
check the WISPA Web site at http://www.wispa.org/calea/WCS/ for the latest revision 
of the WISPA CALEA IPNA standard 

WiMAX Lawful Intercept Overview 
WiMAX Forum Network Architecture WiMAX Broadband Access 
Lawful Intercept, (WMF-T32-106-R015v01) 

WiMAX Broadband Access 

http://www.cablelabs.com/specifications/PKT-SP-ES-INF-I04-080425.pdf
http://www.cablelabs.com/specifications/PKT-SP-ES-INF-I04-080425.pdf
http://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=2125464B5B0A&shopping_cart_id=28252827254B503C48595D30230A&country_code=US&lang_code=ENGL&item_s_key=00482447&item_key_date=960431&input_doc_number=TIA%2D1066&input_doc_title=
https://www.atis.org/docstore/product.aspx?id=22706
https://www.atis.org/docstore/product.aspx?id=25427
https://www.atis.org/docstore/product.aspx?id=10860
https://www.atis.org/docstore/product.aspx?id=10443
https://www.atis.org/docstore/product.aspx?id=10394
https://www.atis.org/docstore/product.aspx?id=10394
https://www.atis.org/docstore/product.aspx?id=10395
https://www.atis.org/docstore/product.aspx?id=10395
https://www.atis.org/docstore/product.aspx?id=20706
https://www.atis.org/docstore/product.aspx?id=20807
https://www.atis.org/docstore/product.aspx?id=20776
https://www.atis.org/docstore/product.aspx?id=20776
https://www.atis.org/docstore/product.aspx?id=23821
https://www.atis.org/docstore/product.aspx?id=23822
https://www.atis.org/docstore/product.aspx?id=23823
https://www.atis.org/docstore/product.aspx?id=23823
http://global.ihs.com/doc_detail.cfm?currency_code=USD&customer_id=212544583B0A&shopping_cart_id=28252827254B503C48595D30290A&country_code=US&lang_code=ENGL&item_s_key=00482448&item_key_date=960431&input_doc_number=TIA%2D1072&input_doc_title=
http://www.atis.org/docstore/product.aspx?id=22665
http://www.atis.org/docstore/product.aspx?id=22665
http://www.cablelabs.com/specifications/CM-SP-CBI2.0-I03-090121.pdf
http://www.wispa.org/calea/WCS/WISPA-CS-IPNA-2.0.pdf
http://www.wimaxforum.org/sites/wimaxforum.org/files/technical_document/2009/09/WMF-T32-106-R015v01_Lawful-Intercept-Overview.pdf
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WiMAX Lawful-Intercept-NALI 
WIMAX Lawful Intercept  
NORTH AMERICAN REGION (WMF-T33-107-R015v01) 

WiMAX Broadband Access 

TIA-1118 
Lawfully Authorized Electronic Surveillance (LAES) for cdma2000 
Wireless LAN (WLAN)-Interworking, December 2009 

cdma2000 WLAN interworking 

Paging, Advanced Messaging, and Ancillary 
CALEA Suite of Standards for Traditional Paging Advanced 
Messaging, and Ancillary Services, (CALEA - Ver. 1.3) 

Paging Advanced Messaging, and Ancillary Services 

 
  

http://www.wimaxforum.org/sites/wimaxforum.org/files/technical_document/2009/09/WMF-T33-107-R015v01_Lawful-Intercept-NALI.pdf
http://global.ihs.com/search_res.cfm?currency_code=USD&customer_id=2125422B3D0A&shopping_cart_id=28252827254B503C48595D30240A&country_code=US&lang_code=ENGL
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Costs of Compliance 

Overview 
 
The FCC has not adopted a national surcharge to recover CALEA costs.  While carriers may 
recover the costs of carrying out an intercept through intercept charges, they may not recover the 
costs of making modifications to equipment, facilities, or services; and the costs of developing, 
installing, and deploying CALEA-based intercept solutions.30   
 
Petitions for Cost-Shifting Relief 
 
Carriers can petition the FCC under CALEA Section 1008(b)(1) for cost-shifting relief with 
respect to any equipment, facility or service installed or deployed if one or more required 
technical capabilities are not “reasonably achievable.”  Such petitions require a filing fee of 
$6,085.31  The FCC suggests that carriers consult with competent legal and technical counsel 
before filing such a petition.32 
 
  The FCC will review a “not-reasonably-achievable” petition after giving notice to the 
Department of Justice (“DOJ”). If the FCC approves the petition, the petitioner may ask the DOJ 
to pay the reasonable costs of compliance.    The DOJ may deny the request, but then  the carrier 
would be deemed compliant without the need to add the disputed capability.  
 
Penalties for Non-Compliance 
 
A court may issue an order enforcing CALEA when a carrier fails to comply or when the DOJ 
files a civil action.  A court may also issue an enforcement order requiring timely compliance 
with the law; or impose a penalty of up to $10,000 per day for violations of an enforcement 
order.33  The FCC has taken several enforcement actions against non-compliant carriers. 
However, at the request of the DOJ, the FCC’s actions were not made public to avoid tipping off 
criminals and terrorists to the networks that lack surveillance capabilities.   
 

  

                                                      
30 Second Report & Order, para. 71. 
31 As of January 2015. 
32 See FCC CALEA Website, available at http://www.fcc.gov/encyclopedia/communications-assistance-law-
enforcement-act. 
33 See U.S. DOJ Office of the Inspector General, Audit Division, The Implementation of the Communications 
Assistance for Law Enforcement Act, 06-13 (Mar. 2006), available at 
http://www.justice.gov/oig/reports/FBI/a0613/final.pdf. 
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In-Focus:  Top Compliance Questions and Solutions 

Comply with Safe Harbor Standards 
 
Compliance with an established CALEA standard adopted by an industry association or 
standard-setting organization constitutes a safe-harbor that provides protection from an 
enforcement action by the FCC.34  These organizations develop standards in consultation with 
the DOJ and other federal and local law enforcement agencies, and as a result these standards are 
considered sufficient for compliance purposes.  Standards change to respond to new 
technologies, and carriers are responsible for updating their practices accordingly.  A list of these 
standards is available on page 11. Standards designed to address the lawful intercept 
requirements of other countries may not considered to be compliant with the safe harbor 
requirements if they do not meet the capabilities requirements of CALEA Section 1002. 
 
Special Assurances for Section 214 Applications 
 
Under Section 214 of the Communications Act, certain foreign-based carriers are required to 
obtain U.S. government authorization prior to providing telecommunications services in the U.S.  
Applications are reviewed by the FCC’s International Bureau in consultation with law 
enforcement agencies.  As part of this process, communications service providers may submit a 
Letter of Assurance to the government indicating, among other things, their intention to comply 
with their obligations under CALEA.  These assurances can help to expedite a Section 214 
application. 
 
Interception of Encrypted Communications 
 
Carriers are generally not required to decrypt communications according to 47 U.S.C. § 1002 
(b)(3).  However, if a carrier encrypts its communications and has the means to decryptthem, it 
must perform the decryption during a lawful surveillance.  
 
Choosing a Trusted Third Party (“TTP”) 
 
TTPs provide technical and procedural compliance solutions for carriers.  They can reduce 
compliance expenses by minimizing the cost of a technical solution and avoiding the need to hire 
staff with specialized CALEA expertise or retain outside counsel. They also reduce liability from 
law enforcement agencies and privacy interests by ensuring that court surveillance orders are 
properly implemented.  Although carriers remain ultimately responsible for their CALEA 
compliance, 35 TTPs offer an efficient way to manage the considerable risk. 36  Outsourcing 
compliance to the right TTP is an important decision that should be reached in consultation with 
competent counsel. 
 

                                                      
34 47 U.S.C. § 1006 (a)(2). 
35 Second Report & Order, para. 26. 
36 Second Report & Order, para. 26. 
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Appendix:  CALEA 
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children, as studies indicate that a significant por-
tion of all material available on the Internet is relat-
ed to pornography; 

"(3) young children, when trying to use the World 
Wide Web for positive purposes, are often presented—
either mistakenly or intentionally—with material 
that is inappropriate for their age, which can be ex-
tremely frustrating for children, parents, and edu-
cators; 

"(4) exposure of children to material that is inap-
propriate for them, including pornography, can dis-
tort the education and development of the Nation's 
youth and represents a serious harm to American 
families that can lead to a host of other problems for 
children, including inappropriate use of chat rooms, 
physical molestation, harassment, and legal and fi-
nancial difficulties; 

"(5) young boys and girls, older teens, troubled 
youth, frequent Internet users, chat room partici-
pants, online risk takers, and those who commu-
nicate online with strangers are at greater risk for 
receiving unwanted sexual solicitation on the Inter-
net; 

"(6) studies have shown that 19 percent of youth 
(ages 10 to 17) who used the Internet regularly were 
the targets of unwanted sexual solicitation, but less 
than 10 percent of the solicitations were reported to 
the police; 

"(7) children who come across illegal content 
should report it to the congressionally authorized 
CyberTipline, an online mechanism developed by the 
National Center for Missing and Exploited Children, 
for citizens to report sexual crimes against children; 

"(8) the CyberTipline has received more than 64,400 
reports, including reports of child pornography, on-
line enticement for sexual acts, child molestation 
(outside the family), and child prostitution; 

"(9) although the computer software and hardware 
industries, and other related industries, have devel-
oped innovative ways to help parents and educators 
restrict material that is harmful to minors through 
parental control protections and self-regulation, to 
date such efforts have not provided a national solu-
tion to the problem of minors accessing harmful ma-
terial on the World Wide Web; 

"(10) the creation of a 'green-light' area within the 
United States country code Internet domain, that 
will contain only content that is appropriate for chil-
dren under the age of 13, is analogous to the creation 
of a children's section within a library and will pro-
mote the positive experiences of children and families 
in the United States; and 

"(11) while custody, care, and nurture of the child 
reside first with the parent, the protection of the 
physical and psychological well-being of minors by 
shielding them from material that is harmful to 
them is a compelling governmental interest. 
"(b) PURPOSES.—The purposes of this Act [see Short 

Title of 2002 Amendment note set out under section 901 
of this title] are— 

"(1) to facilitate the creation of a second-level do-
main within the United States country code Internet 
domain for the location of material that is suitable 
for minors and not harmful to minors; and 

"(2) to ensure that the National Telecommunica-
tions and Information Administration oversees the 
creation of such a second-level domain and ensures 
the effective and efficient establishment and oper-
ation of the new domain." 

§ 942. Omitted 

Section, Pub. L. 102-538, title I, §158, as added Pub. L. 
108-494, title I, §104, Dec. 23, 2004, 118 Stat. 3987; amend-
ed Pub. L. 110-53, title XXIII, §2303, Aug. 3, 2007, 121 
Stat. 543; Pub. L. 110-283, title I, §102, July 23, 2008, 122 
Stat. 2623, which established a joint program to facili-
tate coordination and communication between Federal. 
State, and local emergency communications systems, 
emergency personnel, public safety organizations, tele- 

communications carriers, and telecommunications 
equipment manufacturers and vendors involved in the 
implementation of E-911 services and created an E-911 
Implementation Coordination Office, ceased to be effec-
tive on Oct. 1, 2009, pursuant to subsec. (e)(2) of this 
section. 

CHAPTER 9—INTERCEPTION OF DIGITAL 
AND OTHER COMMUNICATIONS 

SUBCHAPTER I—INTERCEPTION OF DIGITAL AND 
OTHER COMMUNICATIONS 

Sec. 
1001. 	Definitions. 
1002. 	Assistance capability requirements. 
1003. 	Notices of capacity requirements. 
1004. 	Systems security and integrity. 
1005. 	Cooperation of equipment manufacturers and 

providers of telecommunications support 
services. 

1006. 	Technical requirements and standards; exten-
sion of compliance date. 

1007. 	Enforcement orders. 
1008. 	Payment of costs of telecommunications car-

riers to comply with capability require-
ments. 

1009. 	Authorization of appropriations. 
1010. 	Reports. 

SUBCHAPTER II—TELECOMMUNICATIONS 
CARRIER COMPLIANCE PAYMENTS 

1021. 	Department of Justice Telecommunications 
Carrier Compliance Fund. 

SUBCHAPTER I—INTERCEPTION OF 
DIGITAL AND OTHER COMMUNICATIONS 

§ 1001. Definitions 

For purposes of this subchapter— 
(1) The terms defined in section 2510 of title 

18 have, respectively, the meanings stated in 
that section. 

(2) The term "call-identifying information" 
means dialing or signaling information that 
identifies the origin, direction, destination, or 
termination of each communication generated 
or received by a subscriber by means of any 
equipment, facility, or service of a tele-
communications carrier. 

(3) The term "Commission" means the Fed-
eral Communications Commission. 

(4) The term "electronic messaging services" 
means software-based services that enable the 
sharing of data, images, sound, writing, or 
other information among computing devices 
controlled by the senders or recipients of the 
messages. 

(5) The term "government" means the gov-
ernment of the United States and any agency 
or instrumentality thereof, the District of Co-
lumbia, any commonwealth, territory, or pos-
session of the United States, and any State or 
political subdivision thereof authorized by law 
to conduct electronic surveillance. 

(6) The term "information services"— 
(A) means the offering of a capability for 

generating, acquiring, storing, transforming, 
processing, retrieving, utilizing, or making 
available information via telecommunica-
tions; and 

(B) includes— 
(i) a service that permits a customer to 

retrieve stored information from, or file 
information for storage in, information 
storage facilities; 



Page 343 	TITLE 47—TELEGRAPHS, TELEPH ONES, AND RADIOTELEGRAPHS 	§ 1002 

(ii) electronic publishing; and 
(iii) electronic messaging services; but 

(C) does not include any capability for a 
telecommunications carrier's internal man-
agement, control, or operation of its tele-
communications network. 

(7) The term "telecommunications support 
services" means a product, software, or serv-
ice used by a telecommunications carrier for 
the internal signaling or switching functions 
of its telecommunications network. 

(8) The term "telecommunications car-
rier"— 

(A) means a person or entity engaged in 
the transmission or switching of wire or 
electronic communications as a common 
carrier for hire; and 

(B) includes— 
(i) a person or entity engaged in provid-

ing commercial mobile service (as defined 
in section 332(d) of this title); or 

(ii) a person or entity engaged in provid-
ing wire or electronic communication 
switching or transmission service to the 
extent that the Commission finds that 
such service is a replacement for a sub-
stantial portion of the local telephone ex-
change service and that it is in the public 
interest to deem such a person or entity to 
be a telecommunications carrier for pur-
poses of this subchapter; but 

(C) does not include— 
(i) persons or entities insofar as they are 

engaged in providing information services; 
and 

(ii) any class or category of tele-
communications carriers that the Com-
mission exempts by rule after consultation 
with the Attorney General. 

(Pub. L. 103-414, title I, §102, Oct. 25, 1994, 108 
Stat. 4279.) 

EFFECTIVE DATE 

Section 111 of title I of Pub. L. 103-414 provided that: 
"(a) IN GENERAL—Except as provided in subsection 

(b), this title [enacting this subchapter and provisions 
set out below] shall take effect on the date of enact-
ment of this Act [Oct. 25, 1994]. 

"(b) ASSISTANCE CAPABILITY AND SYSTEMS SECURITY 
AND INTEGRITY REQUIREMENTS.—Sections 103 and 105 of 
this title [enacting sections 1002 and 1004 of this title] 
shall take effect on the date that is 4 years after the 
date of enactment of this Act." 

SHORT TITLE 

Section 101 of title I of Pub. L. 103-414 provided that: 
"This title [enacting this subchapter and provisions set 
out as a note above] may be cited as the 'Communica-
tions Assistance for Law Enforcement Act'." 

§1002. Assistance capability requirements 

(a) Capability requirements 
Except as provided in subsections (b), (c), and 

(d) of this section and sections 1007(a) and 1008(b) 
and (d) of this title, a telecommunications car-
rier shall ensure that its equipment, facilities, 
or services that provide a customer or sub-
scriber with the ability to originate, terminate, 
or direct communications are capable of—

(1) expeditiously isolating and enabling the 
government, pursuant to a court order or  

other lawful authorization, to intercept, to the 
exclusion of any other communications, all 
wire and electronic communications carried 
by the carrier within a service area to or from 
equipment, facilities, or services of a sub-
scriber of such carrier concurrently with their 
transmission to or from the subscriber's equip-
ment, facility, or service, or at such later time 
as may be acceptable to the government; 

(2) expeditiously isolating and enabling the 
government, pursuant to a court order or 
other lawful authorization, to access call-iden-
tifying information that is reasonably avail-
able to the carrier— 

(A) before, during, or immediately after 
the transmission of a wire or electronic com-
munication (or at such later time as may be 
acceptable to the government); and 

(B) in a manner that allows it to be associ-
ated with the communication to which it 
pertains, 

except that, with regard to information ac-
quired solely pursuant to the authority for pen 
registers and trap and trace devices (as defined 
in section 3127 of title 18), such call-identify-
ing information shall not include any informa-
tion that may disclose the physical location of 
the subscriber (except to the extent that the 
location may be determined from the tele-
phone number); 

(3) delivering intercepted communications 
and call-identifying information to the gov-
ernment, pursuant to a court order or other 
lawful authorization, in a format such that 
they may be transmitted by means of equip-
ment, facilities, or services procured by the 
government to a location other than the prem-
ises of the carrier; and 

(4) facilitating authorized communications 
interceptions and access to call-identifying in-
formation unobtrusively and with a minimum 
of interference with any subscriber's tele-
communications service and in a manner that 
protects— 

(A) the privacy and security of commu-
nications and call-identifying information 
not authorized to be intercepted; and 

(B) information regarding the govern-
ment's interception of communications and 
access to call-identifying information. 

(b) Limitations 

(1) Design of features and systems configura-
tions 

This subchapter does not authorize any law 
enforcement agency or officer— 

(A) to require any specific design of equip-
ment, facilities, services, features, or system 
configurations to be adopted by any provider 
of a wire or electronic communication serv-
ice, any manufacturer of telecommunica-
tions equipment, or any provider of tele-
communications support services; or 

(B) to prohibit the adoption of any equip-
ment, facility, service, or feature by any 
provider of a wire or electronic communica-
tion service, any manufacturer of tele-
communications equipment, or any provider 
of telecommunications support services. 
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(2) Information services; private networks and 
interconnection services and facilities 

The requirements of subsection (a) of this 
section do not apply to— 

(A) information services; or 
(B) equipment, facilities, or services that 

support the transport or switching of com-
munications for private networks or for the 
sole purpose of interconnecting tele-
communications carriers. 

(3) Encryption 

A telecommunications carrier shall not be 
responsible for decrypting, or ensuring the 
government's ability to decrypt, any commu-
nication encrypted by a subscriber or cus-
tomer, unless the encryption was provided by 
the carrier and the carrier possesses the infor-
mation necessary to decrypt the communica-
tion. 

(c) Emergency or exigent circumstances 
In emergency or exigent circumstances (in-

cluding those described in sections 2518(7) or 
(11)(b) and 3125 of title 18 and section 1805(e) of 
title 50), a carrier at its discretion may comply 
with subsection (a)(3) of this section by allowing 
monitoring at its premises if that is the only 
means of accomplishing the interception or ac-
cess. 
(d) Mobile service assistance requirements 

A telecommunications carrier that is a pro-
vider of commercial mobile service (as defined 
in section 332(d) of this title) offering a feature 
or service that allows subscribers to redirect, 
hand off, or assign their wire or electronic com-
munications to another service area or another 
service provider or to utilize facilities in an-
other service area or of another service provider 
shall ensure that, when the carrier that had 
been providing assistance for the interception of 
wire or electronic communications or access to 
call-identifying information pursuant to a court 
order or lawful authorization no longer has ac-
cess to the content of such communications or 
call-identifying information within the service 
area in which interception has been occurring as 
a result of the subscriber's use of such a feature 
or service, information is made available to the 
government (before, during, or immediately 
after the transfer of such communications) iden-
tifying the provider of a wire or electronic com-
munication service that has acquired access to 
the communications. 

(Pub. L. 103-414, title I, §103, Oct. 25, 1994, 108 
Stat. 4280.) 

EFFECTIVE DATE 

Section effective on the date that is 4 years after Oct. 
25, 1994, see section 111(b) of Pub. L. 103-414, set out as 
a note under section 1001 of this title. 

§ 1003. Notices of capacity requirements 

(a) Notices of maximum and actual capacity re-
quirements 

(1) In general 

Not later than 1 year after October 25, 1994, 
after consulting with State and local law en-
forcement agencies, telecommunications car-
riers, providers of telecommunications support  

services, and manufacturers of telecommuni-
cations equipment, and after notice and com-
ment, the Attorney General shall publish in 
the Federal Register and provide to appro-
priate telecommunications industry associa-
tions and standard-setting organizations— 

(A) notice of the actual number of commu-
nication interceptions, pen registers, and 
trap and trace devices, representing a por-
tion of the maximum capacity set forth 
under subparagraph (B), that the Attorney 
General estimates that government agencies 
authorized to conduct electronic surveil-
lance may conduct and use simultaneously 
by the date that is 4 years after October 25, 
1994; and 

(B) notice of the maximum capacity re-
quired to accommodate all of the commu-
nication interceptions, pen registers, and 
trap and trace devices that the Attorney 
General estimates that government agencies 
authorized to conduct electronic surveil-
lance may conduct and use simultaneously 
after the date that is 4 years after October 
25, 1994. 

(2) Basis of notices 
The notices issued under paragraph (1)— 

(A) may be based upon the type of equip-
ment, type of service, number of subscribers, 
type or size or carrier, nature of service 
area, or any other measure; and 

(B) shall identify, to the maximum extent 
practicable, the capacity required at specific 
geographic locations. 

(b) Compliance with capacity notices 
(1) Initial capacity 

Within 3 years after the publication by the 
Attorney General of a notice of capacity re-
quirements or within 4 years after October 25, 
1994, whichever is longer, a telecommunica-
tions carrier shall, subject to subsection (e) of 
this section, ensure that its systems are capa-
ble of— 

(A) accommodating simultaneously the 
number of interceptions, pen registers, and 
trap and trace devices set forth in the notice 
under subsection (a)(1)(A) of this section; 
and 

(B) expanding to the maximum capacity 
set forth in the notice under subsection 
(a)(1)(B) of this section. 

(2) Expansion to maximum capacity 
After the date described in paragraph (1), a 

telecommunications carrier shall, subject to 
subsection (e) of this section, ensure that it 
can accommodate expeditiously any increase 
in the actual number of communication inter-
ceptions, pen registers, and trap and trace de-
vices that authorized agencies may seek to 
conduct and use, up to the maximum capacity 
requirement set forth in the notice under sub-
section (a)(1)(B) of this section. 

(c) Notices of increased maximum capacity re- 
quirements 

(1) Notice 
The Attorney General shall periodically pub-

lish in the Federal Register, after notice and 

'So in original. Probably should be "or. 
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comment, notice of any necessary increases in 
the maximum capacity requirement set forth 
in the notice under subsection (a)(1)(B) of this 
section. 

(2) Compliance 

Within 3 years after notice of increased max-
imum capacity requirements is published 
under paragraph (1), or within such longer 
time period as the Attorney General may 
specify, a telecommunications carrier shall, 
subject to subsection (e) of this section, ensure 
that its systems are capable of expanding to 
the increased maximum capacity set forth in 
the notice. 

(d) Carrier statement 
Within 180 days after the publication by the 

Attorney General of a notice of capacity re-
quirements pursuant to subsection (a) or (c) of 
this section, a telecommunications carrier shall 
submit to the Attorney General a statement 
identifying any of its systems or services that 
do not have the capacity to accommodate simul-
taneously the number of interceptions, pen reg-
isters, and trap and trace devices set forth in the 
notice under such subsection. 

(e) Reimbursement required for compliance 
The Attorney General shall review the state-

ments submitted under subsection (d) of this 
section and may, subject to the availability of 
appropriations, agree to reimburse a tele-
communications carrier for costs directly asso-
ciated with modifications to attain such capac-
ity requirement that are determined to be rea-
sonable in accordance with section 1008(e) of this 
title. Until the Attorney General agrees to reim-
burse such carrier for such modification, such 
carrier shall be considered to be in compliance 
with the capacity notices under subsection (a) 
or (c) of this section. 

(Pub. L. 103-414, title I, §104, Oct. 25, 1994, 108 
Stat. 4282.) 

$ 1004. Systems security and integrity 

A telecommunications carrier shall ensure 
that any interception of communications or ac-
cess to call-identifying information effected 
within its switching premises can be activated 
only in accordance with a court order or other 
lawful authorization and with the affirmative 
intervention of an individual officer or employee 
of the carrier acting in accordance with regula-
tions prescribed by the Commission. 

(Pub. L. 103-414, title I, §105, Oct. 25, 1994, 108 
Stat. 4283.) 

EFFECTIVE DATE 

Section effective on the date that is 4 years after Oct. 
25, 1994, see section 111(3) of Pub. L. 103-414, set out as 
a note under section 1001 of this title. 

$ 1005. Cooperation of equipment manufacturers 
and providers of telecommunications sup-
port services 

(a) Consultation 

A telecommunications carrier shall consult, as 
necessary, in a timely fashion with manufactur-
ers of its telecommunications transmission and  

switching equipment and its providers of tele-
communications support services for the pur-
pose of ensuring that current and planned equip-
ment, facilities, and services comply with the 
capability requirements of section 1002 of this 
title and the capacity requirements identified 
by the Attorney General under section 1003 of 
this title. 
(b) Cooperation 

Subject to sections 1003(e), 1007(a), and 1008(b) 
and (d) of this title, a manufacturer of tele-
communications transmission or switching 
equipment and a provider of telecommunica-
tions support services shall, on a reasonably 
timely basis and at a reasonable charge, make 
available to the telecommunications carriers 
using its equipment, facilities, or services such 
features or modifications as are necessary to 
permit such carriers to comply with the capabil-
ity requirements of section 1002 of this title and 
the capacity requirements identified by the At-
torney General under section 1003 of this title. 

(Pub. L. 103-414, title I, §106, Oct. 25, 1994, 108 
Stat. 4284.) 

1006. Technical requirements and standards; 
extension of compliance date 

(a) Safe harbor 
(1) Consultation 

To ensure the efficient and industry-wide 
implementation of the assistance capability 
requirements under section 1002 of this title, 
the Attorney General, in coordination with 
other Federal, State, and local law enforce-
ment agencies, shall consult with appropriate 
associations and standard-setting organiza-
tions of the telecommunications industry, 
with representatives of users of telecommuni-
cations equipment, facilities, and services, and 
with State utility commissions. 
(2) Compliance under accepted standards 

A telecommunications carrier shall be found 
to be in compliance with the assistance capa-
bility requirements under section 1002 of this 
title, and a manufacturer of telecommunica-
tions transmission or switching equipment or 
a provider of telecommunications support 
services shall be found to be in compliance 
with section 1005 of this title, if the carrier, 
manufacturer, or support service provider is in 
compliance with publicly available technical 
requirements or standards adopted by an in-
dustry association or standard-setting organi-
zation, or by the Commission under subsection 
(b) of this section, to meet the requirements of 
section 1002 of this title. 
(3) Absence of standards 

The absence of technical requirements or 
standards for implementing the assistance ca-
pability requirements of section 1002 of this 
title shall not— 

(A) preclude a telecommunications carrier, 
manufacturer, or telecommunications sup-
port services provider from deploying a tech-
nology or service; or 

(B) relieve a carrier, manufacturer, or tele-
communications support services provider of 
the obligations imposed by section 1002 or 
1005 of this title, as applicable. 
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(b) Commission authority 

If industry associations or standard-setting or-
ganizations fail to issue technical requirements 
or standards or if a Government' agency or any 
other person believes that such requirements or 
standards are deficient, the agency or person 
may petition the Commission to establish, by 
rule, technical requirements or standards that— 

(1) meet the assistance capability require-
ments of section 1002 of this title by cost-effec-
tive methods; 

(2) protect the privacy and security of com-
munications not authorized to be intercepted; 

(3) minimize the cost of such compliance on 
residential ratepayers; 

(4) serve the policy of the United States to 
encourage the provision of new technologies 
and services to the public; and 

(5) provide a reasonable time and conditions 
for compliance with and the transition to any 
new standard, including defining the obliga-
tions of telecommunications carriers under 
section 1002 of this title during any transition 
period. 

(c) Extension of compliance date for equipment, 
facilities, and services 

(1) Petition 

A telecommunications carrier proposing to 
install or deploy, or having installed or de-
ployed, any equipment, facility, or service 
prior to the effective date of section 1002 of 
this title may petition the Commission for 1 
or more extensions of the deadline for comply-
ing with the assistance capability require-
ments under section 1002 of this title. 

(2) Grounds for extension 

The Commission may, after consultation 
with the Attorney General, grant an extension 
under this subsection, if the Commission de-
termines that compliance with the assistance 
capability requirements under section 1002 of 
this title is not reasonably achievable through 
application of technology available within the 
compliance period. 

(3) Length of extension 

An extension under this subsection shall ex-
tend for no longer than the earlier of— 

(A) the date determined by the Commis-
sion as necessary for the carrier to comply 
with the assistance capability requirements 
under section 1002 of this title; or 

(B) the date that is 2 years after the date 
on which the extension is granted. 

(4) Applicability of extension 

An extension under this subsection shall 
apply to only that part of the carrier's busi-
ness on which the new equipment, facility, or 
service is used. 

(Pub. L. 103-414, title I, §107, Oct. 25, 1994, 108 
Stat. 4284.) 

REFERENCES IN TEXT 

The effective date of section 1002 of this title, re-
ferred to in subsec. (c)(1), is the date that is 4 years 
after Oct. 25, 1994, see section 111(b) of Pub. L. 103-414, 

15o in original. Probably should not be capitalized. 

set out as an Effective Date note under section 1001 of 
this title. 

§ 1007. Enforcement orders 

(a) Grounds for issuance 

A court shall issue an order enforcing this sub-
chapter under section 2522 of title 18 only if the 
court finds that— 

(1) alternative technologies or capabilities 
or the facilities of another carrier are not rea-
sonably available to law enforcement for im-
plementing the interception of communica-
tions or access to call-identifying information; 
and 

(2) compliance with the requirements of this 
subchapter is reasonably achievable through 
the application of available technology to the 
equipment, facility, or service at issue or 
would have been reasonably achievable if 
timely action had been taken. 

(b) Time for compliance 

Upon issuing an order enforcing this sub-
chapter, the court shall specify a reasonable 
time and conditions for complying with its 
order, considering the good faith efforts to com-
ply in a timely manner, any effect on the car-
rier's, manufacturer's, or service provider's abil-
ity to continue to do business, the degree of cul-
pability or delay in undertaking efforts to com-
ply, and such other matters as justice may re-
quire. 

(c) Limitations 

An order enforcing this subchapter may not— 
(1) require a telecommunications carrier to 

meet the Government's' demand for intercep-
tion of communications and acquisition of 
call-identifying information to any extent in 
excess of the capacity for which the Attorney 
General has agreed to reimburse such carrier; 

(2) require any telecommunications carrier 
to comply with assistance capability require-
ment 2  of section 1002 of this title if the Com-
mission has determined (pursuant to section 
1008(b)(1) of this title) that compliance is not 
reasonably achievable, unless the Attorney 
General has agreed (pursuant to section 
1008(b)(2) of this title) to pay the costs de-
scribed in section 1008(b)(2)(A) of this title; or 

(3) require a telecommunications carrier to 
modify, for the purpose of complying with the 
assistance capability requirements of section 
1002 of this title, any equipment, facility, or 
service deployed on or before January 1, 1995, 
unless— 

(A) the Attorney General has agreed to 
pay the telecommunications carrier for all 
reasonable costs directly associated with 
modifications necessary to bring the equip-
ment, facility, or service into compliance 
with those requirements; or 

(B) the equipment, facility, or service has 
been replaced or significantly upgraded or 
otherwise undergoes major modification. 

(Pub. L. 103-414, title I, §108, Oct. 25, 1994, 108 
Stat. 4285.) 

'So in original. Probably should not be capitalized. 
2 5o in original. Probably should be "requirements". 
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§ 1008. Payment of costs of telecommunications 
carriers to comply with capability require-
ments 

(a) Equipment, facilities, and services deployed 
on or before January 1, 1995 

The Attorney General may, subject to the 
availability of appropriations, agree to pay tele-
communications carriers for all reasonable costs 
directly associated with the modifications per-
formed by carriers in connection with equip-
ment, facilities, and services installed or de-
ployed on or before January 1, 1995, to establish 
the capabilities necessary to comply with sec-
tion 1002 of this title. 

(b) Equipment, facilities, and services deployed 
after January 1, 1995 

(1) Determinations of reasonably achievable 

The Commission, on petition from a tele-
communications carrier or any other inter-
ested person, and after notice to the Attorney 
General, shall determine whether compliance 
with the assistance capability requirements of 
section 1002 of this title is reasonably achiev-
able with respect to any equipment, facility, 
or service installed or deployed after January 
1, 1995. The Commission shall make such de-
termination within 1 year after the date such 
petition is filed. In making such determina-
tion, the Commission shall determine whether 
compliance would impose significant difficulty 
or expense on the carrier or on the users of the 
carrier's systems and shall consider the fol-
lowing factors: 

(A) The effect on public safety and na-
tional security. 

(B) The effect on rates for basic residential 
telephone service. 

(C) The need to protect the privacy and se-
curity of communications not authorized to 
be intercepted. 

(D) The need to achieve the capability as-
sistance requirements of section 1002 of this 
title by cost-effective methods. 

(E) The effect on the nature and cost of the 
equipment, facility, or service at issue. 

(F) The effect on the operation of the 
equipment, facility, or service at issue. 

(G) The policy of the United States to en-
courage the provision of new technologies 
and services to the public. 

(H) The financial resources of the tele-
communications carrier. 

(I) The effect on competition in the provi-
sion of telecommunications services. 

(J) The extent to which the design and de-
velopment of the equipment, facility, or 
service was initiated before January 1, 1995. 

(K) Such other factors as the Commission 
determines are appropriate. 

(2) Compensation 
If compliance with the assistance capability 

requirements of section 1002 of this title is not 
reasonably achievable with respect to equip-
ment, facilities, or services deployed after 
January 1, 1995— 

(A) the Attorney General, on application 
of a telecommunications carrier, may agree, 
subject to the availability of appropriations,  

to pay the telecommunications carrier for 
the additional reasonable costs of making 
compliance with such assistance capability 
requirements reasonably achievable; and 

(B) if the Attorney General does not agree 
to pay such costs, the telecommunications 
carrier shall be deemed to be in compliance 
with such capability requirements. 

(c) Allocation of funds for payment 
The Attorney General shall allocate funds ap-

propriated to carry out this subchapter in ac-
cordance with law enforcement priorities deter-
mined by the Attorney General. 
(d) Failure to make payment with respect to 

equipment, facilities, and services deployed 
on or before January 1, 1995 

If a carrier has requested payment in accord-
ance with procedures promulgated pursuant to 
subsection (e) of this section, and the Attorney 
General has not agreed to pay the telecommuni-
cations carrier for all reasonable costs directly 
associated with modifications necessary to bring 
any equipment, facility, or service deployed on 
or before January 1, 1995, into compliance with 
the assistance capability requirements of sec-
tion 1002 of this title, such equipment, facility, 
or service shall be considered to be in compli-
ance with the assistance capability require-
ments of section 1002 of this title until the 
equipment, facility, or service is replaced or sig-
nificantly upgraded or otherwise undergoes 
major modification. 
(e) Cost control regulations 

(1) In general 

The Attorney General shall, after notice and 
comment, establish regulations necessary to 
effectuate timely and cost-efficient payment 
to telecommunications carriers under this 
subchapter, under chapters 119 and 121 of title 
18, and under the Foreign Intelligence Surveil-
lance Act of 1978 (50 U.S.C. 1801 et seq.). 
(2) Contents of regulations 

The Attorney General, after consultation 
with the Commission, shall prescribe regula-
tions for purposes of determining reasonable 
costs under this subchapter. Such regulations 
shall seek to minimize the cost to the Federal 
Government and shall— 

(A) permit recovery from the Federal Gov-
ernment of— 

(i) the direct costs of developing the 
modifications described in subsection (a) 
of this section, of providing the capabili-
ties requested under subsection (b)(2) of 
this section, or of providing the capacities 
requested under section 1003(e) of this 
title, but only to the extent that such 
costs have not been recovered from any 
other governmental or nongovernmental 
entity; 

(ii) the costs of training personnel in the 
use of such capabilities or capacities; and 

(iii) the direct costs of deploying or in-
stalling such capabilities or capacities; 

(B) in the case of any modification that 
may be used for any purpose other than law-
fully authorized electronic surveillance by a 
law enforcement agency of a government, 



$ 1009 	TITLE 47-TELEGRAPHS, TELEPHONES, AND RADIOTELEGRAPHS 	Page 348 

permit recovery of only the incremental cost 
of making the modification suitable for such 
law enforcement purposes; and 

(C) maintain the confidentiality of trade 
secrets. 

(3) Submission of claims 
Such regulations shall require any tele-

communications carrier that the Attorney 
General has agreed to pay for modifications 
pursuant to this section and that has installed 
or deployed such modification to submit to 
the Attorney General a claim for payment 
that contains or is accompanied by such infor-
mation as the Attorney General may require. 

(Pub. L. 103-414, title I, §109, Oct. 25, 1994, 108 
Stat. 4286.) 

REFERENCES IN TEXT 
The Foreign Intelligence Surveillance Act of 1978, re-

ferred to in subsec. (e)(1), is Pub. L. 95-511, Oct. 25, 1978, 
92 Stat. 1783, as amended, which is classified principally 
to chapter 36 (11801 et seq.) of Title 50, War and Na-
tional Defense. For complete classification of this Act 
to the Code, see Short Title note set out under section 
1801 of Title 50 and Tables. 

$ 1009. Authorization of appropriations 

There are authorized to be appropriated to 
carry out this subchapter a total of $500,000,000 
for fiscal years 1995, 1996, 1997, and 1998. Such 
sums are authorized to remain available until 
expended. 

(Pub. L. 103-414, title I, §110, Oct. 25, 1994, 108 
Stat. 4288.) 

§ 1010. Reports 

(a) Reports by Attorney General 
(1) In general 

On or before November 30, 1995, and on or be-
fore November 30 of each year thereafter, the 
Attorney General shall submit to Congress 
and make available to the public a report on 
the amounts paid during the preceding fiscal 
year to telecommunications carriers under 
sections 1003(e) and 1008 of this title. 
(2) Contents 

A report under paragraph (1) shall include- 
(A) a detailed accounting of the amounts 

paid to each carrier and the equipment, fa-
cility, or service for which the amounts were 
paid; and 

(B) projections of the amounts expected to 
be paid in the current fiscal year, the car-
riers to which payment is expected to be 
made, and the equipment, facilities, or serv-
ices for which payment is expected to be 
made. 

(b) Reports by Comptroller General and Inspec-
tor General 

(1) On or before April 1, 1996, the Comptroller 
General of the United States, and every two 
years thereafter, the Inspector General of the 
Department of Justice, shall submit to the Con-
gress a report, after consultation with the At-
torney General and the telecommunications in-
dustry- 

(A) describing the type of equipment, facili-
ties, and services that have been brought into 
compliance under this subchapter; and 

(B) reflecting its analysis of the reasonable-
ness and cost-effectiveness of the payments 
made by the Attorney General to tele-
communications carriers for modifications 
necessary to ensure compliance with this sub-
chapter. 

(2) COMPLIANCE COST ESTIMATES.-A report 
under paragraph (1) shall include findings and 
conclusions on the costs to be incurred by tele-
communications carriers to comply with the as-
sistance capability requirements of section 1002 
of this title after the effective date of such sec-
tion 1002 of this title, including projections of 
the amounts expected to be incurred and a de-
scription of the equipment, facilities, or services 
for which they are expected to be incurred. 

(Pub. L. 103-414, title I, §112, Oct. 25, 1994, 108 
Stat. 4288; Pub. L. 104-316, title I, §126(b), Oct. 19, 
1996, 110 Stat. 3840.) 

REFERENCES IN TEXT 

The effective date of section 1002 of this title, re-
ferred to in subsec. (b)(2), is the date that is 4 years 
after Oct. 25, 1994, see section 111(b) of Pub. L. 103-414, 
set out as an Effective Date note under section 1001 of 
this title. 

AMENDMENTS 

1996-Subsec. (b)(1). Pub. L. 104-316, §126(b)(1), in-
serted introductory provisions and struck out heading 
and text of former introductory provisions. Text read 
as follows: "On or before April 1, 1996, and every 2 years 
thereafter, the Comptroller General of the United 
States, after consultation with the Attorney General 
and the telecommunications industry, shall submit to 
the Congress a report-". 

Subsec. (b)(2). Pub. L. 104-316, §126(b)(2), substituted 
"findings and conclusions" for "the findings and con-
clusions of the Comptroller General". 

SUBCHAPTER II-TELECOMMUNICATIONS 
CARRIER COMPLIANCE PAYMENTS 

1021. Department of Justice Telecommunica-
tions Carrier Compliance Fund 

(a) Establishment of Fund 
There is hereby established in the United 

States Treasury a fund to be known as the De-
partment of Justice Telecommunications Car-
rier Compliance Fund (hereafter referred to as 
"the Fund"), which shall be available without 
fiscal year limitation to the Attorney General 
for making payments to telecommunications 
carriers, equipment manufacturers, and provid-
ers of telecommunications support services pur-
suant to section 1008 of this title. 
(b) Deposits to Fund 

Notwithstanding any other provision of law, 
any agency of the United States with law en-
forcement or intelligence responsibilities may 
deposit as offsetting collections to the Fund any 
unobligated balances that are available until ex-
pended, upon compliance with any Congres- 
sional 	notification 	requirements 	for 
reprogrammings of funds applicable to the ap-
propriation from which the deposit is to be 
made. 
(c) Termination 

(1) The Attorney General may terminate the 
Fund at such time as the Attorney General de-
termines that the Fund is no longer necessary. 


	Overview
	Table of Contents
	CALEA:  Section by Section Analysis
	Definitions (Section 1001)
	Compliance Requirements (Section 1002)
	Capacity Requirements (Section 1003)
	Systems Security and Integrity (“SSI”) Rule (Section 1004)
	Rules for Equipment Manufacturers (Section 1005)
	Safe Harbor (Section 1006)
	Enforcement (Section 1007)
	Cost Recovery (Section 1008)
	Sections 1009 and 1010

	Covered Entities
	Broadband Internet Access Services
	Interconnected VoIP providers

	Compliance: Procedural Responsibilities
	Overview
	Point of Contact:  Appoint “SSI” Representative
	Submit Written Procedures
	Recordkeeping Rules

	Compliance:  Technical Requirements
	Overview
	Compliance Solutions
	Standards List

	Costs of Compliance
	Overview
	Petitions for Cost-Shifting Relief
	Penalties for Non-Compliance

	In-Focus:  Top Compliance Questions and Solutions
	Comply with Safe Harbor Standards
	Special Assurances for Section 214 Applications
	Interception of Encrypted Communications
	Choosing a Trusted Third Party (“TTP”)

	Appendix:  CALEA
	CALEA Manual Final (March 2015).pdf
	calea manual (final)
	Overview
	CALEA:  Section by Section Analysis
	Definitions (Section 1001)
	Compliance Requirements (Section 1002)
	Capacity Requirements (Section 1003)
	Systems Security and Integrity (“SSI”) Rule (Section 1004)
	Rules for Equipment Manufacturers (Section 1005)
	Safe Harbor (Section 1006)
	Enforcement (Section 1007)
	Cost Recovery (Section 1008)
	Sections 1009 and 1010

	Covered Entities
	Broadband Internet Access Services
	Interconnected VoIP providers

	Compliance: Procedural Responsibilities
	Overview
	Point of Contact:  Appoint “SSI” Representative
	Submit Written Procedures
	Recordkeeping Rules

	Compliance: Technical Requirements
	Overview
	Compliance Solutions
	Standards List

	Costs of Compliance
	Overview
	Petitions for Cost-Shifting Relief
	Penalties for Non-Compliance

	In-Focus:  Top Compliance Questions and Solutions
	Comply with Safe Harbor Standards
	Special Assurances for Section 214 Applications
	Interception of Encrypted Communications
	Choosing a Trusted Third Party (“TTP”)

	Appendix:  CALEA

	3
	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7





