
SUBSENTIO HARBOR INTERCEPT
Lawful Intercept with Safe Harbor Certification

HARBOR INTERCEPT employs the Verint’s Star-Gate system to provide 
communications service providers with the technical solutions to comply 
with the electronic surveillance mandates of CALEA.  HARBOR INTERCEPT 
supports a wide range of call content and call data protocols as well as 
network types, including circuit switched, 
packet data, broadband and VoIP. Further, 
HARBOR INTERCEPT can connect to 
several switches concurrently and can 
deliver intercepted communications to 
multiple destinations simultaneously.

The open-ended, modular design of the 
Star-Gate platform provides the versatility 
to easily adapt to new communications 
technologies and services, such as those based on Packet Data networks, 
as well as developments in interception standards and methodologies. 
Designed to manage vast numbers of targets, concurrent sessions and 
networks, Star-Gate transparently accesses targeted communications 
without alerting subscribers or disrupting service.

Lawful Intercept with Safe Harbor Certification
✔✔ Multifaceted technology utilizing Verint’s Star-Gate solution
✔✔ Supports:  UMTS, GSM, CDMA, XDSL CABLE, VoIP, IMS, Broadband and more
✔✔ Provides interoperability with major switch manufacturers to include Alcatel 

Lucent, , Broadsoft, Acme Packet, SONUS, Huawei, Cisco, Lucent, Nortel, 
Starentetc.

✔✔ Transparent switch access
✔✔ Single point of administration
✔✔ Compliance solution: Technical interface and Safe Harbor Certification

ABOUT

About Subsentio
Subsentio, Inc. is trusted by both the private 
and the public sectors to perform lawful 
intercept.  Based in Centennial, Colorado the 
company has national, regional and rural 
service provider clients.

Subsentio provides Lawfully Authorized 
Electronic Surveillance (LAES) and 
compliance services to a diverse community 
of communications service providers. 
From national carriers to ultra-small 
rural providers, our clients serve millions 
of subscribers with a wide range of 
communications services. These services are 
often complex, multi-vendor environments 
encompassing differing phases of evolution 
and technological approaches.
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The Product 
HARBOR INTERCEPT provides communications service providers with a 
complete and compact solution to Lawful Intercept regulations by meeting 
the legal obligations of both the access/delivery and administrative 
functions in a single product. These functions are performed by the 
following HARBOR INTERCEPT components:

•	 Mediation Device (MD) – performs the delivery function of the communication 
surveillance.

•	 Global System Administration (GSA) – assigns, targets, and oversees system 
administration.

SUBSENTIO HARBOR INTERCEPT
Lawful Intercept with Safe Harbor Certification

HARBOR INTERCEPT performs the following tasks:
•	 Defines target assignments and the destination parameters of LEA’s.
•	 Collects intercepted data from the network.
•	 Converts messages into the required LI standard format.
•	 Delivers intercepted communications to the appropriate LEA.
•	 Controls system security and monitoring system activity.
•	 Maintains and monitors system operations.
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Safe Harbor Certification includes:
•	 Electronic Surveillance manual
•	 Service provider authorization form
•	 Exigent request for LAES
•	 Compliance training
•	 Network drawings
•	 Acceptance testing
•	 System maintenance
•	 Escalation procedure

 “Safe Harbor” indemnifies the pro-
vider from non-compliance penal-
ties, and protects customer privacy.
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CALEA

the Communications Assistance 
for Law Enforcement Act

•	 This law mandates your compliance

•	 When you are compliant, you are in “Safe 
Harbor”

•	 Subsentio provides end-to- end 
management of the lawful intercept 
process

•	 Partnering with Subsentio indemnifies 
you against legal problems and civil 
penalties


